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ABSTRACT 

 

The UK Health and Safety Executive requires any organisation involved with the 

management of safety instrumented systems (SIS), to demonstrate that each safety 

integrity function (SIF), which forms the SIS, meets a required safety integrity level 

(SIL). The current methods of SIL determination are documented in the international 

standards IEC 61508 and IEC 61511; the most commonly used method is LOPA. 

 

At present, many organisations implement LOPA in conjunction with HAZOP as part of 

their risk management framework. The current guidance that could be used to perform a 

LOPA is written by the Centre for Chemical Process Safety (CCPS) in the United States. 

In LOPA, human error can either be considered as part of the initiating event or part of 

one of the protection layers. The CCPS Guidance provides three nominal human error 

probabilities and some guidance on how to adjust these nominal human error probabilities 

for site-specific conditions. 

 

This project aims to critically review the CCPS Guidance and produce a framework that 

could be used in the scope of LOPA to overcome any limitations identified with the 

guidance. This framework would look to make the human error probabilities more site-

specific so as to bridge the gap between how work is imagined when completing the 

LOPA and how it is done in reality by operators in the field. 

 

Three frameworks are trialled using a well-known human reliability assessment tool – 

HEART. It is recommended that the third framework is the most successful version of 

the three as it overcomes many of the improvement areas from the previous trials. 

Recommendations on how to include Framework 3 in the scope of LOPA are included, 

as well as recommendations for further areas of research that are required.  
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1 – Introduction 

 

Over the past 50 years, society has evolved at an exponential rate due to new discoveries 

in technology and improvements to existing ones. This shows a correlation with the 

expansion of the oil and gas (O&G) industry which has rapidly become the most desirable 

energy source for consumers across the globe during the past 40 years [1]. Safety in the 

O&G industry has become a priority due to catastrophic incidents such as Piper Alpha 

(1988), Mumbai High (2005) and Macondo (2010), which have all had the effect of 

focusing public awareness on how the industry operates and increasing societal demand 

for heightened reliability. Trends in occupational safety versus process safety show that 

the industry has been very effective at reducing occupational incidents, but less so with 

process-based ones i.e. major accidents. These trends are displayed in Figure 1 [2]. 

Understanding why process incidents still occur will involve first and foremost 

understanding human error. Human error is a problem for all industries – it accounts for 

80% of all workplace incidents and in the O&G industry it contributes to over 70% of 

accidents [3].  

 

1.1 – Human Error 

 

Human error is defined as an unintentional action or decision [4] and is not to be confused 

with a non-compliance/violation which is a deliberate act of disobedience. Errors can be 

classified under a range of different taxonomies, for example, James Reason’s is one of 

the recognisable - see Figure 2 [4], as opposed to the more recent TRACEr taxonomy  

 

Figure 1: Comparison of Occupational Safety Performance with Process Safety Performance [2] 
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which considers errors to be either selection and quality based, timing and sequence based 

or communication based [5].  

 

Numerically assessing human error probabilities (HEPs) is essential so it can be applied 

to risk assessments to determine if a system meets a tolerable risk level. However, the 

capability to numerically determine a human failure probability is dependent on the 

assumptions about why the error has initially occurred, and these assumptions have 

changed as the subject has been studied in more detail. Traditional views worked on the 

basis that human error is a front-line problem based on cause and effect [6]. More recent 

developments have pushed this idea as being inaccurate since human performance is 

reliant on a multitude of factors such as workload, fatigue and stress [7].  

 

 

 

 

 

 

 

 

 

 

Perhaps the best place to look for knowledge on human error would be to analyse the 

work of Professor Erik Hollnagel. He is one of the leading modern experts on the topic 

and many of his ideas on human error conflict with traditional views. In order to ensure 

the analysis of the theory behind human error is comprehensive, an evaluation of his work 

will be considered in further chapters. 

 

1.2 – Layer of Protection Analysis  

 

One of the most effective and widely used risk assessment techniques is a Layer of 

Protection Analysis (LOPA) where risk is presented as a function of frequency and 

consequence. An important point is that LOPAs do not evaluate the initial hazardous 

scenario but provide a deeper analysis of the cause and effect of a scenario identified in,  

 

Figure 2 - Understanding Human Error and Violations [4] 
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for example, a Hazard and Operability (HAZOP) study [8]. Therefore, the aim of a LOPA 

is to assess if a specific scenario were to initiate, is there a sufficient number of protection 

layers in place to mitigate the consequences.  

 

Incorporating human error into LOPA can appear in two areas. Firstly, the scenarios 

considered by LOPA could be initiated by human error or a non-conformance and 

secondly, the protection layers LOPA considers could be reliant on a human response e.g. 

responding to a safety critical alarm. Because LOPA looks to assess the risk associated 

with the protection layers guarding against a scenario, part of the calculations require a 

quantification of the errors associated with the level of human involvement. This can be 

challenging as human performance variability is part of what makes us human [7]. 

Essentially, how is it possible to establish whether a person involved will retain the level 

of integrity estimated for them in the LOPA? For example, if an operator becomes 

fatigued over a two-week period due to excessive work leading up to a start-up operation, 

the operator’s reliability can decrease by a factor of 10 or 20 during the start-up procedure 

[9]. Therefore, would the LOPA analysing this scenario be able to take into account this 

change in reliability? 
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2 – Aims & Objectives 

 

The predominant aim of this thesis is to produce a framework that could be used to 

determine human error probabilities that can be applied to a LOPA. The framework 

should meet the following demands: 

 

1. If the analysis shows that quantitative Human Reliability Analysis (HRA) can be 

practically applied to account for dynamic variability in the system leading to an 

error or non-conformance, propose a framework for calculating error probabilities 

that could be used in the scope of a LOPA. 

2. Suggest a framework to understand under what conditions LOPA should 

recommend a more detailed assessment of human error/non-conformance. 

3. Include an overview of how a non-expert would implement the framework within 

the LOPA study. 

4. Demonstrate how the proposed frameworks would improve upon current methods 

through a compare and contrast with a LOPA case study. 

 

The above will be achieved by initially gaining an understanding of the current 

knowledge behind human performance estimation e.g. through studying Erik Hollnagel’s 

work, as well as achieving a strong appreciation of how the primary risk assessment tool 

involved, LOPA, operates.  
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3 – Literature Review  

 

3.1 - Introduction 

 

The following literature review aims to provide a comprehensive overview of the 

necessary components needed in order to develop an appropriate judgement on how to 

approach assessing human error/non-conformances in a LOPA.  

 

The initial section looks to briefly introduce the origins of human reliability analysis 

(HRA) and the aspects of HRA that specifically look at human error. Following this, the 

methodologies for assessing what may go wrong in complex systems (task analysis) and 

the methodologies for why something went wrong (accident analysis) will be presented. 

This will lead to a discussion on the value of the systems thinking approach and a 

comparison between the systems approach to assessing human error versus traditional 

engineering approaches. The final sections will examine Erik Hollnagel’s work and how 

it contributes to the former areas discussed, as well as what benefits can be determined 

from calculating human error probabilities and how this relates to the current guidance 

on conducting LOPAs. 

 

3.2 - Human Reliability Analysis (HRA) 

 

In 1975, the attention of nuclear safety specialists was focused on the influence human 

error had in the disintegration of the reactor in the Three Mile Island nuclear power plant. 

Unfortunately, the events of Three Mile Island were echoed around a decade later with 

the catastrophic failure of the Chernobyl Nuclear Power Plant, where once again, human 

error was seen to have played a role in its development.  

 

Prior to these events, there was a distinct lack of information available on HRA [10]. 

However, with the realisation that safety could no longer be presumed in the operation 

and maintenance of nuclear plants where humans are involved, efforts were placed on 

finding new ways of establishing the potential for human failure. And so, since then, 

many of the advancements made in the field of HRA have come from the nuclear industry  
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with numerous other sectors following suit; in particular, the O&G industry which 

suffered Piper Alpha three years after Chernobyl. 

 

NASA defines HRA as the combination of systems engineering and human factors to 

assess the relationships between humans and machines in a complex system; this involves 

applying statistical analysis and expert judgement to understanding human behaviour and 

how it impacts the management of system reliability [11]. The stages in completing a 

HRA are simplified to the following [12]: 

 

1. Examine the design of system and collect all documentation available (risk 

assessments in particular). 

2. Note the roles where humans are involved in the running of the system, which 

could lead to errors of commission (doing something different to what is expected) 

and errors of omission (removing the task altogether). 

3. Complete a task analysis to analyse the task stages where human errors could 

occur. 

4. Assess the human error probability (HEP) using a chosen model. 

5. Modify the HEP using performance shaping factors (PSF). 

6. Apply results to probabilistic risk assessment (PRA) to determine overall system 

reliability. 

7. Perform a sensitivity analysis to present to designers and managers where human 

error potential lies.   

 

3.2.1 – Historical Overview of human error probability estimation methods 

 

Fundamentally, HEPs can be determined one of two ways – statistically (quantitative) or 

through judgement (qualitative), but in an ideal world they would be calculated 

statistically via detailed actuarial data. The HEP is fundamentally assessed using the 

following Equation 1 [10, 13]:   

 

𝐻𝐸𝑃 =  
𝑁𝑜. 𝑜𝑓 𝑒𝑟𝑟𝑜𝑟𝑠 𝑚𝑎𝑑𝑒

𝑁𝑜. 𝑜𝑓 𝑜𝑝𝑝𝑜𝑟𝑡𝑢𝑛𝑖𝑡𝑖𝑒𝑠 𝑓𝑜𝑟 𝑒𝑟𝑟𝑜𝑟 𝑡𝑜 𝑜𝑐𝑐𝑢𝑟
 

Equation 1 - Equation for calculating HEPs 
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This route is limited by the fact that it requires time and effort to gather the required base 

data for a variety of different scenarios [14].  

 

The initial methodologies used to determine HEPs were produced throughout the 

1970/1980’s and are termed the first-generation methods [13, 14].  By the 1990’s these 

methods were well established and had been used in real world applications, but this 

meant that issues had been identified with their use. The main problems that needed to be 

considered were summarised as being [15]: 

 

1. Not being able to consider the context of human factors in the HEP. 

2. Considering errors of omission, without regard for errors of commission. 

3. Not including latent errors i.e. errors that occurred prior to the actual event. 

4. The human performance models required further validation further than just using 

statistics. 

 

Therefore, as the subject continued to evolve into the 1990/2000’s, the second-generation 

methods [13, 14] were spawned with the aim of addressing the 4 main issues identified. 

The fundamental differences between the first and second-generation methods is the 

application of a quantitative or qualitative approach [13]. Both generations require 

varying degrees of quantitative and qualitative analysis, but generally first-generation 

place more emphasis on quantitative and second-generation put more on qualitative 

analysis. The two generations also see changes in the error taxonomies used (the error 

taxonomy refers to the theoretical assumptions that form the basis of the analysis). There 

are two main taxonomies: Behaviourist (looks at human actions) and Cognitive (looks at 

the cognitive processes that govern our actions) [16]. 

 

The most recent developments (post 2005) are the Third-Generation methods, the most 

significant one being NARA (discussed later) as well as complex human performance 

simulations. The simulations at present still have their limitations and their development 

is in its infancy, however, their main benefit is that they will overcome the static approach 

to task analysis of First and Second-Generation models. Furthermore, they will not rely 

on estimating performance data through testing or judgement as they will be able to 

dynamically produce performance shaping factors at any point in time in order to 

calculate an HEP [17].  
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3.2.1.1 – First Generation Methods 

 

Table 1 - Comparison of First-Generation Methods 

 THERP (1975) [10] SHERPA  (1984) [18] HEART (1985) [19, 20] 

O
r
ig

in
 

Began in the Nuclear 

industry, it is now the most 

widely used tool for HRA. 

Also applied  in O&G and 

chemical processing 

industries [13] 

Began in Nuclear industry 

and has been applied 

throughout a variety of 

process industries. 

Began in Nuclear and has 

expanded into a huge range 

of industries such as O&G, 

chemical and transport 

sectors [13] 

T
y
p

e
 

Predominantly quantitative 

model with Behavioural 

Taxonomy 

Predominantly qualitative 

with its own error taxonomy 

Predominantly quantitative 

with Cognitive Taxonomy 

D
e
sc

r
ip

ti
o
n

 

Aims to assess failures in a 

series of tasks within 

maintenance, operations or 

incident analysis and 

provide a graphical 

representation of the event 

escalation [21]. Provides a 

comprehensive database of 

HEPs that can be applied to 

the THERP analysis. These 

were developed through 

research on analysis of 

interactions between 

humans and machines in 

industrial and military 

settings throughout the 

1960s and 1970s [13]. 

Works by applying 

hierarchical task analysis 

(see Section 3.3) and 

splitting each task into one 

of five error taxonomies 

defined by SHERPA. 

Following this, each task is 

examined, and a more 

detailed error description is 

applied. The error categories 

are as follows [18] 

➢ Action errors 

➢ Checking errors 

➢ Retrieval errors 

➢ Communication errors 

➢ Selection errors 

 

Aims to provide HEPs for 

tasks using empirical data 

estimated through expert 

judgement [20]. Nominal, 

predefined HEPs are adjusted 

for specific conditions based 

on the scenario– this is done 

using by assuming whether 

any error-producing 

conditions (EPCs - HEART’s 

term for PSF) are present. 

The EPCs are applied to 

nominal HEPs for each task 

and then the final HEP is 

calculated using HEARTs 

calculation [11]. See Table 29 

in Appendix for HEPs and 

bounds. 

A
ss

u
m

p
ti

o
n

s 

Operates under the core 

assumption that the human 

operator is a component in 

the system who completes a 

task that was too complex 

for automation [22]. 

Assumes human errors arise 

from not: paying attention, 

staying in control or 

understanding the task. Also 

assumes people should be 

able to immediately correct 

the error and/or remember it 

in the future [23] 

Its core assumption is that the 

occurrence of human error is 

unrelated to any additional 

tasks [24]. 
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P
S

F
s 

Provides a list of 67 PSFs 

however does not provide 

information on how to apply 

them or the weightings they 

hold [11].  

Does not apply PSFs. 

Instead applies variation of 

errors applicable to the tasks 

e.g. Action error - too late or 

too early. [13] 

See the Appendix, Table 26 

for the 38 EPCs and their 

relative weightings. 

U
sa

b
il

it
y

 

One or two weeks of 

training is recommended for 

use and it can be resource 

intensive. It is not clear how 

long an average assessment 

is or the amount of people 

required for accurate 

completion [25]. 

 

 

 

 

 

It is viewed as a reliable, 

easy to use tool [26]. One of 

SHERPAs main benefits is 

that it can be used by novice 

users to reliably determine 

human error. A study in the 

1990’s examined its 

applicability to new users 

and found that after 3hrs of 

instruction, the participants 

achieved good results [27]. 

HEART is designed to be a 

simple and quick technique 

that can be easily understood 

by engineers and HF 

specialists. There are many 

training courses available and 

is expected throughout the 

assessment that operators are 

consulted to ensure accuracy 

(HEART can be subjective) 

[25].  

 

 

3.2.1.2 – Second Generation Methods 

 

Table 2 - Comparison of Second-Generation Methods 

 

ATHEANA (1994) [28] CREAM (1998) [29] 

O
r
ig

in
 

Produced through US Nuclear Regulatory 

Commission backed research [28] but is 

suitable for application in other industries 

[25]. 

CREAM is the most widely used second-

generation human error estimation model 

[30]. 

T
y
p

e
 

Quantitative/Qualitative with 

Behavioural/Cognitive Taxonomy 

Qualitative/Quantitative with Cognitive 

Taxonomy 

D
e
sc

r
ip

ti
o
n

 

It looks to model the relationships between 

humans and machines, through assessing 

the cognitive aspects associated with failure 

– detection, understanding, decision and 

action [21]. The process does not provide 

nominal HEPs for subtasks. Instead, the 

HEPs are estimated by assessing how likely 

The methodology estimates HEPs by looking 

at the completion of a task and assessing the 

environmental factors that may influence the 

task outcome. In CREAM human error is 

considered under the following [29, 30]: 
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human failure events (HFEs) are to occur 

and what situational factors will influence 

these occurrences - all done through expert 

judgement [13]. 

➢ The manifestation of human error is 

known as a phenotype, and the causes of 

phenotypes are known as genotypes. 

➢ Phenotypes come as a result of 

interactions between genotypes and the 

environment. 

See Table 31 in Appendix for list of 

CREAM’s nominal error types and HEPs 

A
ss

u
m

p
ti

o
n

s 

ATHEANA shows a change in the 

perspective on human error, as its main 

assumption is that blame should not be 

automatically placed on the person who 

made the error, rather the error is a 

consequence of the conditions the person 

was placed in [28]. 

The model works on a fundamental 

assumption that there is a distinction 

between the human’s competence (skills and 

knowledge) and the control of the human 

(control may range from negligible control 

to complete control) [25], in addition to 

assuming that human error is a product of 

the situational circumstances (like 

ATHEANA). 

P
S

F
s 

 

ATHEANAs version of PSFs are known as 

error forcing conditions (EFCs) and are 

described as plant specific conditions 

combined with performance factors such as 

fatigue, stress and noise [31] (See 

Appendix, Table 26). 

The PSFs for CREAM are known as common 

performance conditions (CPCs), which there 

are nine of. These range from training and 

working conditions to time of day and 

number of goals [25]. (See Appendix, Table 

26) 

U
sa

b
il

it
y

 

Very complex and requires extensive 

training and resources with long, detailed 

guidance [25]. 

Erik Hollnagel provides extensive 

information on the usage of CREAM; 

however, he now considers it obsolete in 

comparison to his newer model, FRAM. 

 

 

3.2.1.3 – Third-Generation Method and Hybrid Model 

 

Table 3 - Comparison of Third-Generation Methods 

 

NARA (2005) [32] SPAR-H 

O
r
ig

in
 

Developed with the aim of revising 

HEART as described by the following 

[11]: 

➢ Tailoring it to nuclear applications 

➢ Consider errors of commission 

➢ Have detailed data support 

Developed in the nuclear industry but now has 

wider applications, particularly in O&G 

industry [13]. 
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➢ Consider long time scale scenarios  

➢ Have more detailed guidance  
T

y
p

e
 

Predominantly quantitative with 

Cognitive Taxonomy  

Quantitative/Qualitative with Cognitive 

Taxonomy 

D
e
sc

r
ip

ti
o
n

 

As the tool is very similar to HEART, the 

procedure is simplified to identifying the 

key tasks, assigning nominal HEPs to 

those tasks and then applying the EPCs to 

each value then calculate the final 

probability using the same formula as 

HEART applies [25]. The generic tasks 

are defined as: communication, alarm 

response, assessing plant status, and 6 

basic ones [11]. See Appendix, Table 31. 

The main aim is to generate HEPs with respect 

to eights PSFs.  

A
ss

u
m

p
ti

o
n

s 

Same as HEART 

 

 

 

 

Assumes human failures to be either related to 

[25]: 

➢ Action tasks: e.g. following procedures, 

operating equipment. 

➢ Diagnosis tasks: relying on knowledge 

and experience  

P
S

F
s 

 

One of the main differences between 

HEART and NARA is that NARA 

applies different EPCs with different 

weightings depending on the 

classification of the task (see Appendix, 

Table 26). 

There are eight PSFs to choose from in SPAR-

H, see Appendix, Table 26. 

U
sa

b
il

it
y

 

NARA has not been applied/validated 

outside the nuclear industry due to it 

being purely nuclear centred. It is likely 

that the resources required for it are 

similar to HEART [25]. 

SPAR-H is considered a quick, simple and 

easy to understand tool [25, 33]. People who 

understand the processes and plant involved 

are required to ensure PSFs are applied 

accurately (SPAR-H is very subjective). 
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3.2.2 - Human Error and Performance Variability  

 

Performance variability is a condition that is inherent at all levels of nature - from the 

smallest molecular organisms, to the interactions experienced in complex socio-technical 

systems. It is often viewed with negative connotations as it suggests that the person or 

machine being considered is not consistent, and therefore not reliable. However, 

performance variability is in fact a necessity in the design of complex systems because, 

if monitored, it allows us to differentiate between behaviours that could be beneficial and 

improve productivity, or ones that are harmful and reduce it [34].  

 

With the acceptance that performance variability is part of human nature, we must also 

accept that human error will emerge at some point as well (this being unavoidable) [35]. 

This seems a logical assumption, although it is considered that there is still much 

confusion amongst human factors and safety professionals on how to approach an 

analysis of human error in terms of what influences it to occur in the first place [36]. As 

a result in recent years, academics studying human factors have questioned the authority 

of the term ‘human error’, and suggested instead of analysing it, concentrating on 

regulating system hazards would be more valuable [34, 36, 37]. This supports the view 

that human failures are generally not down to lack of care, motivation or competence but 

come as a result of the design of the situation a person has been placed in [6, 38] and so 

we should do more to optimise system design in terms of how humans will respond.  

 

Given what we know, it seems the best approach would be to focus on improving the 

design of systems to compliment human performance while still looking to enhance the 

techniques available for human error estimation. Perhaps the best way to achieve these 

suggestions is to examine in more detail what areas really stimulate performance 

variability. This is where we must turn to look at performance shaping factors.  

 

3.2.2.1 - Performance Shaping Factors (PSFs) 

 

So far, PSFs have already been briefly mentioned when discussing the types of human 

error estimation models available to us. They are defined in general terms as being the 

environmental parameters that influence a human’s ability to complete a specific task [1]. 

In an HRA, PSFs are applied to the HEP to adjust it for the conditions of the scenario 



E. Fowler 

August 2018 

 13 

being considered. Each PSF will have a respective multiplier, and this multiplier will be 

applied to the HEP to increase (or decrease) it in order to make the HEP site-specific. 

 

If it is determined that HRA is required for a PRA, then the choice of model (e.g. THERP, 

CREAM etc.) is dependent on the assumptions about human error and the PSFs used in 

the model (e.g. some models allow users to apply their own PSFs while others restrict the 

choice). Therefore, the importance of PSFs stems from their ability to both reflect human 

behaviour in a system and potentially influence the design of future systems  

 

Now considering the requirements of this thesis, a logical approach appears to be 

analysing which PSFs prominently affect the demands of operators in a LOPA. 

Considering PSFs as part of human error estimation in LOPA has been suggested as a 

vital part of the analysis that should not be avoided, for example, the UK Health and 

Safety Executive (HSE) review of LOPAs for tank overfill prevention at different plants 

found that HEPs were generally overly optimistic as PSFs for the specific site conditions 

were not taken into account [39]. Operator interaction is an important part of LOPA - the 

individual layers are shown in Figure 3 [40] and how an operator relates to these 

protection layers (PL): 

 

 

 

 

 

 

 

 

 

Therefore, the PSFs considered would need to be applicable to influencing human 

behaviour into an initiating cause or affecting their performance as part of a PL.  Based 

on literature, the most influential PSFs are as follows in Table 4 [1, 11, 41]: 

 

 

 

 

Figure 3 -  LOPA and Operator involvement in LOPA [40] 
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Table 4 - Comparison of most common PSFs in HRA methods 

PSFs Description 
C

o
m

p
le

x
 This refers to how difficult a task is to complete. It is considered that the harder the task, the 

greater the potential for human error. However, considerations must also be given to tasks that 

require very little skill so could end up becoming mundane or boring for the operator. 

T
im

e
 

Time is assumed to cover the period that an operator has to detect, diagnose and respond to an 

abnormal event. Too little time could cause an operator to make panicked decisions due to the 

inability for them to evaluate all possible options.  

E
x
p

e
r
ie

n
c
e 

This is always assumed to be the experience level related to the specific task being considered. 

Those with less experience are likely to take more time to complete the task, while those with 

extensive experience can develop biases which can negatively influence the task outcome. 

 

T
r
a
in

in
g

 This views the type of training and the time passed since the most recent training completed. It 

also should consider whether the situation is routine or abnormal as training may/may not be 

applicable. 

E
r
g
o
n

o
m

ic
s 

This refers to the equipment layout, access and conditions. In addition, the signage and colour 

schemes, all culminate to the ease of use. 

 

 

S
tr

e
ss

 

Stress is a complex PSF as low to moderate levels have the ability to heighten sense and increase 

productivity to an optimum point - however, too much stress is damaging both long-term and 

short-term.  

F
it

n
e
ss

  

This is assumed to cover the health aspects of the individual completing the task, so areas that 

influence it include fatigue, illness, personal problems  

C
o
m

m
u

n
ic

a
ti

o
n

 This refers to the ability for employees to effectively communicate ideas throughout different 

teams and levels, so there is a mutual understanding amongst everyone e.g. a shared safety 

culture.  

 

 

 

 

3.3 - Task Analysis  

 

The previous section provides a discussion on the possible approaches to measuring 

human error, but what is to be done if we want to identify the areas where human factors 

(HF) may influence the outcome of an activity? This is where task analysis (TA) must be 
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applied. In its simplest terms, TA is defined by the Energy Institute (EI) as the study of 

what a person is expected to do, in relation to physical actions and mental processes so 

as to reach an overall objective [42]. TA techniques can be used to provide an overview 

of the observable features of the behaviour of an operator, in addition to the layout of the 

task being completed [43]. They are therefore either used at the design stage of a project 

to aid the elimination of the prerequisites for errors, or to audit/modify an existing system 

[43].  

 

TA study can be refined further into safety critical task analysis (SCTA) which looks 

specifically at which HFs have a direct authority over the occurrence or non-occurrence 

of major accident hazards (MAH) [42].  SCTA is also a key step in HRA methods as it is 

used to breakdown a task so that individual HEPs can be assessed for each stage. 

 

SCTA is a very useful tool; the UK HSE requires a clear management of HFs to be 

demonstrated by sites that are involved with top-tier Control of Major Accident Hazards 

(COMAH). To do this, SCTA is applied. However, SCTA can be challenging to 

implement, with sites often either not analysing enough tasks and missing critical HF 

problems, or identifying too many and struggling to pin point the most vital ones [44].  It 

is fundamentally important that the right tool is chosen for the right scenario. A selection 

of SCTA tools will, therefore, be presented in the following sections.  

 

3.3.1 - Hierarchical Task Analysis (HTA) 

 

HTA has become the best known qualitative tool for SCTA since its development in 1967 

[45]. It is used for breaking down a task into hierarchical subsets of goals and operations, 

normally represented by either a top-down tree diagram or a tabular format (tables are 

typically more thorough as additional information can be added) [43]. It is most suitable 

for analysing systematic mental and physical operations where there are clearly defined 

goals to achieve, and it can be applied throughout all stages of a systems service life to 

show how tasks should be completed [42]. The advantages of HTA are as follows [42, 

43]: 

 

➢ It is a logical, economical method of TA that lets users focus on the most crucial 

aspects of a job. 
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➢ If used at the design stage, it can help aid the choice of hardware to be used based 

on how it must interact with personnel  

➢ HTA is often completed through a collaboration between an analyst and some 

operations personnel, so the task descriptions are accurate  

➢ The data collected can be used in further analysis methods e.g. human error 

estimation methods.  

 

The disadvantages of HTA have found to be [42, 43]: 

 

➢ Time consuming (requires commitment from many employees in different roles) 

➢ The analyst must have a level of skill to complete the HTA, as although it is not 

a hugely difficult process to pick up, it does take time through practice. 

➢ It only focuses on ‘which’ sub tasks are involved, as oppose to ‘why’ they are 

involved. 

 

3.3.2 - Human-HAZOP  

 

This is a qualitative approach for assessing critical procedures, through identifying human 

failures and measuring the possibility for either an operator or external risk reduction 

barriers to mitigate the consequences [46]. Most organisations perform HAZOP studies 

to refine the process design, often through removing the potential for humans to 

negatively influences the system’s productivity by including engineered barriers. 

However, in cases where human failure may increase the potential for a MAH then a 

Human-HAZOP is a useful tool for assessing the areas that influence human failures [47]. 

Like HTA, Human-HAZOP can be applied during all stages of a system’s lifecycle and 

its advantages have been identified as the following [42, 47]: 

 

➢ It is a structured, qualitative approach that is based off the traditional HAZOP 

which is a well-established tool 

➢ A variety of personnel collaborate to complete it, providing a wide range of 

opinions and expertise 

➢ It helps with the completion of further risk assessment tool e.g. LOPA 
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Its main disadvantages are [42]: 

 

➢ It may produce a large quantity of documentation which may be difficult to 

translate 

➢ Its success is dependent on those involved in the HAZOP  

 

3.3.3 - Fault and Event Tree Analysis  

 

Fault and event tree analysis (FTA, ETA) can be used to assess the hierarchy of possible 

event combinations leading to an event (fault tree), or as a consequence (event tree). The 

models themselves are qualitative in nature but can be used in a quantitative manner if 

the appropriate data is available [48]. These tree models can be used in the PRA under 

two assumptions: firstly, the likelihood (probability) of the event is considered to be 

known precisely (although this may not always be accurate due uncertainties), secondly, 

the subevents leading to or from and accident are assumed to occur independently of one 

another [49]. The main advantages of applying a tree analysis are [43]: 

 

➢ It is a logical process that can be used for quantitative or qualitative analysis. 

➢ Helps to identify the combination of sub tasks that are most likely to lead to the 

accident, or the potential combinations of consequences from an accident. 

 

And the disadvantages: 

 

➢ Can be time consuming and resource intensive - in order to use quantitatively, the 

likelihood probabilities (possible conditional probabilities) will be required and 

these may not always be readily available or tailored to the tasks. 

➢ The analyst must be skilful and competent in completing the model. 

➢ They do not consider the timing of events. 

 

3.4 – Accident Analysis 

 

Unlike human error estimation models, the need for accident causation models was 

identified earlier in time, perhaps because it allows us to clearly identify the links between 

cause and effect when examining accidents. Understanding these links allows for 
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preventative measures to be implemented to guard against future problems, therefore, 

increasing overall safety.  

 

Accident modelling dates back to the 1930’s, when Herbert. W. Heinrich published the 

pioneering ‘Industrial Accident Prevention’ book that looked to understand the sequences 

behind accidents [50]. The book underpinned the first of three terms given to accident 

models based on the assumptions that sit at their core – the first being simple sequential 

linear models [50] (known generally as sequential models [34]). The application of this 

model type proved itself to be very beneficial in accident prevention; it is estimated that 

it had the effect of decreasing the number of possible industrial accidents by 80% [51]. 

The following two terms are known as, complex linear models and complex non-linear 

models (systematic models) [34] and their use has been equally successful in aiding the 

prevention of accidents [51]. A range of incident causation models for these three types 

will be presented in the following sections, as well as how human error and non-

conformance relates to the assumptions behind the models. 

 

3.4.1 – Simple Sequential Linear Models 

 

 The primary assumption behind these models is that accidents are result of a sequence 

of sub-incidents that interact with each other one after the other (linearly), so to prevent 

the accident, one of the sub-incidents must be eradicated [50]. The role human error is 

assumed to play within the accident sequence is that people cause accidents by acting in 

the wrong way (through error or non-conformance), either by initiating the chain of 

events, worsening it at some point throughout, or failing to help prevent the accident at 

the last moment [51].  

 

The earliest and simplest model that followed the above principle is the Domino Theory 

and was presented by Heinrich in his book [52]. It was named aptly as the linear accident 

model mimics the well-known domino effect. The ‘dominos’ of the model each represent 

a condition that must fail in some way to initiate the next failure, this is demonstrated in 

Figure 4 [53]. Human failure is clearly viewed as an important initiating factor in this 

event chain. 
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The downside of the model is that it operates on the basis that there is a singular route 

cause that can be removed to prevent the domino effect, but in reality, there can be 

potentially multiple contributing causes [51]. 

 

3.4.2 – Complex Linear Models 

 

These models look to assess both latent and active hazards i.e. latent errors that occur at 

the managerial end (often referred to as the blunt end) of the organisation and active errors 

that occur at the operational end (the sharp end).  Therefore, the main assumptions are 

that the unsafe acts that occur throughout an organisation follow a linear path and the 

prevention of accidents can be achieved by monitoring and improving system defences 

[50].  Human error and non-conformances in these models is assumed to occur at all 

levels of an organisation, however the immediate cause of the accident is always 

considered to be a human failure at the sharp end of the system, by those who have to 

directly monitor and operate the plant and processes [54]. 

 

The most well recognised model that reflects the above assumptions is the Swiss Cheese 

Model that was developed by James Reason [54] to show how accidents can progress 

through an organisation via failures in the barriers. The model (seen in Figure 5 [53]) 

shows a key change in its basic assumption in comparison to sequential model where it 

realises that accidents are not purely the result of failures at the sharp end of the system, 

but are the combined result of latent conditions and active failures [50].  

Figure 4 -  Heinrich's Domino Model of Accident Causation [53] 
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3.4.3 – Complex Non-Linear Models 

 

Non-linearity has become the most recent development in accident causation modelling. 

This has come with the realisation that accidents are often not the result of sequential 

failures filtering through an organisation, but from a multitude of complex interactions 

between components in a socio-technical system. Therefore, to prevent accidents, the 

interactions in the system must be analysed and understood [50]. This view looks at the 

system as a whole (hence the name The Systems Approach), so human error or non-

conformances are not considered the main cause as with previous models. Instead, 

human, technical and environmental elements interact together and accidents are 

considered to emerge from these interactions [55]. 

 

One of the models to successfully implement the above assumption is the System 

Theoretic Accident Model and Processes (STAMP), produced by Nancy Leveson [38]. 

The premise for this model is to assume that systems are in a state of equilibrium due to 

the presence of feedback loops between information and control that keep the system 

within safe boundaries. Accidents occur when the equilibrium of the loop is lost, 

potentially through managerial, organisational or technical failures in ensuring the 

boundaries were met [55]. STAMP looks to document all possible loops required for 

safety, and examine in previous accidents which loops failed to act as they should [56]. 

STAMP is based on Rasmussen’s Hierarchical Model of a socio-technical system (seen 

in Figure 6 [57]) and assumes that each level will impose boundaries on the one below to 

keep control; there is, therefore, a feedback loop between each level. 

Figure 5 - Swiss cheese model of accident causation [53] 
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Further to Leveson’s STAMP is the Functional Resonance Analysis Model (FRAM), 

which was produced by Erik Hollnagel in response to his dissatisfaction with CREAM 

[6]. The qualitative model shares the core systems principle of assuming that accidents 

are emergent outcomes of the interactions within a socio-technical system (shown in 

Figure 7 [6]). The accidents emerge from the resonance caused by variance in the 

interactions and so the model looks to dampen the variability to reduce the risk potential 

[34]. Furthermore, the model fundamentally considers humans within the system to be an 

asset due to their inherent ability to adapt to change. From this, it cautions users that 

unlike other models, successes and failure often occur for the same reasons and that just 

because the end outcome is different, the events that led to them may have been very 

similar [58].  

 

 

 

 

 

 

 

                           Figure 7 - Application of FRAM [6] 

Figure 6 - The hierarchical model of Socio-technical systems [57] 



E. Fowler 

August 2018 

 22 

3.5 – The systems approach and how it has evolved 

 

So far, there has been an obvious change in the attitude towards human error with the 

evolution of both new human error estimations models and accident causation models - 

shown in Figure 8 [50]. 

 

 

 

 

 

 

 

 

 

 

The new non-linear models require an overall change in attitude and thinking towards the 

role of human behaviour in a complex system. The style of thinking that is required for 

successful implementation of these models is known as systems thinking and is 

underpinned by the view that human behaviour is governed by local rationality (human 

behaviour always makes sense at the time of action) and the presence of errors is 

provoked by the design of the environment. Systems thinking encourages people to look 

further into why human errors occur as is it assumes that they emerged through interacting 

with different system components, and therefore, to understand the error we must 

understand the socio-technical system as one.  

 

Systems thinking can be highly beneficial for any organisation because it allows people 

working at all levels to be more flexible in their approach to solving problems. This is 

because systems thinking tries to remove the rigidity of compliance. Compliance is 

dangerous because it assumes that procedures are always correct and anyone who steps 

out of working within those defined boundaries has automatically failed - thus safety 

performance is measured by the presence of failures. Fixing these failures in a 

compliance-based organisation looks to only address the surface problem by taking 

disciplinary action against the person who failed or adjusting a procedure in some way.  

 

 
Figure 8 - Evolution of causation models [50] 
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Instead of placing compliance as the goal, systems thinking encourages people to trace a 

problem back through its roots. Implementing it involves using any kind of framework 

that allows users to understand the interactions and patterns within an organisation and 

the trends that reflect these patterns (like FRAM and STAMP).  

 

Different studies have been carried out recently to assess the use of systems thinking in 

aiding the success of projects. A 2006 paper examined the benefits of applying the 

systems approach to management of change (MoC) in the O&G industry - with positive 

results [59]. The paper acknowledges the current limitations with MoC policies and 

applies the systems approach to a variety of MoC case studies, such as, replacement of 

emergency shutdown valve, loss of overpressure protection and change of heat exchanger 

type. Each case study demonstrated that problems occurred after the change that hadn’t 

been identified prior to the change, so the paper applied a systems approach to analyse 

the case studies, yielding beneficial results suggesting that systems thinking would be 

useful in the MoC process.  

 

Furthermore, a 2015 paper examined the improvements made when implementing a 

systems approach into a large chemical plant [60]. The document describes that prior to 

the use of the systems approach, compliance was often achieved but safety excellence 

was not. A type of management - described as Partner-Centred Safety - was incorporated 

over 8 years to aid in improving occupational health and safety and process safety 

management. The management technique focused on viewing employees as competent 

and adaptable, as well as understanding that local rationality is part of what makes 

operations successful. The systems approach allowed the management to partner with 

employees and help each other to adapt to the organisational needs - resulting in a 

dramatic reduction in the injury rates previously experienced. 

 

3.6 – A comparison between the system and engineering approaches to assessing 

human error probabilities  

 

The systems approach has clearly been identified as having a positive impact on the 

managerial side of organisations, but what are its benefits in terms of assessing human 

performance - if any at all? To clarify, the engineering approach refers to linear, 

quantitative methods while the systems approach considers non-linear 
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quantitative/qualitative methods. Table 5 has been drawn up to simplify the two 

approaches: 

 

Table 5 - Comparison of the engineering approach to the systems approach 

 Engineering Systems 

O
r
ig

in
s 

a
n

d
 D

e
v
e
lo

p
m

e
n

t 
 

➢ Originated in nuclear industry in 

response to a demand for human error 

quantification after major accidents.  

➢ Can be applied in almost all 

industries. There are more practical 

applications of engineering 

approaches than system-based ones as 

they have been around longer. 

➢ Developed due a lack of satisfaction with 

Engineering approaches that did not 

consider human factors and only 

considered human error as a singular, route 

cause. 

➢ More limited applications, applied 

predominantly in the nuclear domain with 

selective models in other areas. 

F
o
c
u

s 

Looks to ‘decompose’ a scenario in a 

complex system where the human is one 

component within that system.  

Takes a ‘cognitive’ approach, using models that 

reflect human behaviour governed by cognitive 

processes.  

A
ss

u
m

p
ti

o
n

s 
 

➢ Predominantly viewing errors and 

non-conformances as faults caused by 

poor choices of those at the front line 

of operations, who have disregarded 

the policies and procedures (which are 

assumed to always be correct). 

➢ Human errors are always the root 

cause of accidents. 

➢ To remove the errors, humans must be 

retrained/removed in view that 

automation is the best way to make a 

system successful.  

 

➢ Human errors are normal and can provide 

opportunities for learning about how a 

system operates. 

➢ Humans rarely act with deliberate 

maliciousness; their actions will always 

make sense to them at the time of 

completion i.e. local rationality. 

➢  System design has the ability to trigger the 

occurrence of errors/non-conformances - 

design being in the form of both an 

efficient physical environment to work in 

and a well-structured organisation to allow 

for good communication.  

 

P
r
o
s 

➢ Good for sites that are just beginning 

to examine quantification of human 

error, as they may have a more basic 

outlook on the subject. 

➢ Allows for an estimation of HEPs, to 

provide an understanding of whether 

or not improvements to tasks are 

needed 

➢ Good for sites that have applied 

engineering techniques and wish to 

understand the influence of HF in more 

detail. 

➢ Allows for detailed understanding and 

recommendations for improvements of 

tasks and procedures in relation to the HF 

involved 
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C
o
n

s 

➢ Can be time consuming, resource 

intensive and require extensive 

training to complete 

➢ Do not consider the context of the 

scenario and the HF involved in that 

context 

➢ The assumptions behind Engineering 

methods are considered by some to be 

outdated and unfair on human 

behaviour 

➢ Based on Cognitive Psychology, which is 

still an expanding science, so it’s not fully 

understood 

➢ Not necessarily easier to apply than 

engineering methods. Some models are 

simple to use while others are complex and 

resource intensive 

➢ Can be very subjective in nature 

 

 

3.7 – A study of Erik Hollnagel’s work 

 

Born in Copenhagen in 1941, Professor Erik Hollnagel currently holds positions at 

Universities in Germany, Sweden and Denmark but has previously lectured in locations 

across the world. He has had a profound impact on the field of industrial safety - much of 

his work has already appeared in this document and consistently appears in literature 

related to safety, reliability and human factors engineering. The significance of his work 

stems from his ability to consistently produce ideas and principles that help to display 

human behaviour in the context of complex socio-technical systems. A chronological 

analysis of ideas displays how he is initially highly supportive of the theory that human 

error is symptom of system failure (this is demonstrated by CREAM); however, he later 

develops the ‘NO’ view, which conflicts with CREAM. In response to this, he declares 

CREAM obsolete and produces a new model - FRAM. These ideas in addition to some 

of his other most notable ones - the ETTO principle and Safety I vs Safety II will be 

presented in the following sections.  

 

3.7.1 - The ‘NO’ View of human error 

 

In section 3.2.2, the idea that human error is not a valid term was presented. The “NO” 

view of human error describes this idea in more detail and displays Hollnagel’s stance on 

the matter [61]. 
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To fully understand this view, we must first compare the ‘old’ and ‘new’ views on human 

error. The old view is based on the assumption that humans can be described in the same 

way as machines (systems purely for processing information) and this justified the initial 

desire for complex, quantitative methods of HRA, such as THERP. The new view takes 

a more lenient position on human behaviour through recognising that human error is a 

symptom of a greater problem with the system as a whole - this view being the basis for 

the second-generation models (i.e. the ‘old’ view supports the engineering approach and 

the ‘new’ view supports the systems approach, discussed in the previous section). 

Hollnagel stresses that the old view, although easy to implement is ultimately false. He 

does not, however, entirely agree with the new view either. The problem with the new 

view is that it still continues to assume that there are definitive categories of human 

behaviour resulting in ‘right’ and ‘wrong’ consequences.  

 

The ‘NO’ view is Hollnagel’s alternative to the above. It states that there will never be a 

context for human error because human behaviour is always adjusted to the conditions 

being experienced at that point in space and time. This ability to adapt is a unique strength 

and, in Hollnagel’s view, should be considered as a necessity rather than a liability when 

incorporated into a system. Ultimately, the ‘NO’ view argues that all human behaviour is 

neutral and that it is only categorised once the consequences of the task have been fully 

recognised. This view is the most recent elaboration on the description of human ‘error’ 

and underpins the assumptions for newer HRA and accident analysis models e.g. 

Hollnagel’s FRAM.  

 

3.7.2 - The ETTO Principle and Time Reliability Correlation 

 

ETTO stands for Efficiency Thought Trade Off and is Hollnagel’s principle for describing 

performance variability in individuals and organisations. The basis for it states that there 

will always be a conflict between efficiency and thoroughness due to the finite nature of 

the resources that are needed to complete a task - time being the most commonly limited 

resource. The principle suggests that a task can rarely be done both efficiently and 

thoroughly as we simultaneously have to adjust our performance to the availability of 

resources, resulting in performance variability [62]. 
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Hollnagel suggests there are many ways to approach the ETTO principle, for example, 

looking at from the perspective of a trade-off between speed and accuracy or time and 

reliability (otherwise known as Time-Reliability Correlation - TRC). Hollnagel relates 

TRC to ETTO by suggesting that thoroughness increases as a consequence of more time 

leading to better actions - illustrated in Figure 9 [62] 

 

 

 

 

 

 

 

 

 

 

 

 

 

To put this into context we must examine how an operator may respond to an abnormal 

situation. From the outset, the operator may view the best response being the one that 

solves the problem as quickly as possible, however, TRC with ETTO suggests otherwise. 

As the operator speeds up their decision making, they trade-off their 

accuracy/thoroughness. 

 

Despite the logic behind the TRC theory, which is easy to understand and relate to 

practical experiences, we must be wary that in reality this is not the guaranteed case. From 

what has been previously examined on PSFs we know that human reliability is influenced 

by a vast array of factors, so it is probable that Figure 9 will only represent a rough 

estimate of reality as it does not acknowledge other PSFs. Therefore, although applying 

the TRC values may not be feasible, the principle combined with ETTO provide 

interesting and plausible ideas for what drives performance variability.  

 

 

 

Figure 9 - Time-Reliability Correlation [62] 
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3.7.3 - Human Performance Models 

 

We have already been introduced to CREAM and FRAM in previous sections. The two 

models now perfectly display the change in Hollnagel’s ideas over time. CREAM was 

the first of the two to be developed (also prior to the ETTO Principle), although Hollnagel 

now views it as outdated for several reasons (these problems are perhaps also applicable 

to other second-generation models) [6]: 

 

➢ It analyses how human actions can fail rather than performance variability as a whole 

➢ It only focuses on one component in the system i.e. the human 

➢ It supports the term human ‘error’ (this conflicts with the ‘NO’ view from earlier) 

 

As a result of the above, Hollnagel produced FRAM with the aim of assessing system 

variability as opposed to focusing on human error as with CREAM - this follows what 

was discussed earlier under the ‘NO’ view of human error. 

 

3.7.4 - Safety I and Safety II 

 

Safety I and Safety II are Hollnagel’s descriptors of the two main methods of viewing 

safety, the main differences between them are displayed in the following Table 6 [63]: 

 

Table 6 - Comparison between Safety I and Safety II 

Safety I Safety II 

Incidents occur through linear cause and effect Incidents emerge in a non-linear manner 

Work as imagined = work as done Work as imagined  work as done 

Performance variability is a liability  Performance variability is an asset 

Assesses the occurrence of failures Assesses the occurrence of successes 

Errors are caused by different things to successes Errors and successes are caused by the same things 

 

Hollnagel suggests that a move towards Safety II thinking is a more adequate way of 

thinking for organisations, however, he acknowledges that Safety-I has long been the 

accepted approached so switching may be a challenge. Instead he recommends a 

combination of the two i.e. that the vast majority of undesirable events can be treated 
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using traditional Safety-I based methods, but more and more events should be examined 

with a Safety-II mindset [64].  

 

3.8 – The pros and cons of calculating human error probabilities in the scope of 

modern systems 

 

It is a great irony that we have managed to create staggeringly complex systems, which 

we can predict the behaviour of relatively accurately, but when it comes to quantifying 

our own behaviour we are still met with surprises. Therefore, it seems only fair that the 

requirements for quantifying HEPs in general should be challenged since examining what 

has been presented so far, finding effective ways of calculating HEPs in the context of 

complex systems is obviously somewhat difficult. Table 7 lays out the pros and cons of 

calculating HEPs. 

 

Table 7 - Pros and Cons of calculating HEPs 

Pros Cons 

HEP estimation is closely related to HF 

Engineering, so the progression of one enables 

the progression of the other and vice versa. 

HEP estimation can be very subjective and is 

highly dependent on who is completing the 

estimation. 

It encourages us to think about what causes and 

influences our behaviour under different 

operating conditions. 

Human behaviour is not an exact science, so it 

could be argued that we will never achieve a 

guaranteed accurate HEP 

HEP estimation aids the design of systems to give 

humans the best chance of success once in use. 

HEP estimation is based on assumptions about 

human error - these assumptions may change 

depending on the individual or organisational 

level e.g. are we looking at it from perspective of 

the blunt end or sharp end? 

Helps us to optimise the design of machines It is time consuming and can make already 

lengthy risk assessment methods even more 

detailed 

HEP are useful as they can be used in other forms 

of risk analysis  

 

We know from past incidents that incorporating 

lots of physical barriers and hoping for the best 

when humans interact with them doesn’t 

guarantee safety - HEP estimation aids new ways 

of risk management.  
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3.9 – A critical evaluation of the CCPS Guidance on LOPA 

 

Now that much of the theory behind the objectives has been covered, we must now look 

to the current guidance on the practical application of HEPs in LOPA. The Centre for 

Chemical Process Safety (CCPS) has produced an extensive report that documents the 

guidelines for conducting and populating a LOPA. A critical evaluation of this report is 

essential for understanding the background to LOPA and the current requirements on 

assessing human behaviour. It will also allow us to develop a view of the areas that could 

be improved on and find out how these areas relate to what has been examined so far in 

this thesis e.g. the acknowledgement of PSFs or the presence of the TRC. 

 

3.9.1 - Overview of Structure and Human Behaviour Content  

 

The guidance is approximately 340 pages and presents a logical progression of the steps 

required for LOPA. The chapter format is as follows: 

 

1. Introduction: scope, description of LOPA, other similar publications, etc. 

2. Overview of initiating events (IE) and independent protection layers (IPL): 

scenario selection, scenario frequencies, description of consequences and risk 

consideration. 

3. Core attributes: independence, functionality, integrity, reliability  

4. Example IPLs and probability of failure on demand (PFD) values: overview of 

IPLs, specific IPLs to use. 

5. Advanced LOPA topics: Use of PRA relative to LOPA, evaluation of complex 

IPLs 

6. Appendices: HF considerations, Site specific data, etc. 

 

To ensure this evaluation is closely relevant to the objective and does not become overly 

complicated, the progression of the views relative to human behaviour discussed 

throughout the chapters will be summarised and analysed under the following sub-

headings. The analysis of the chapters aims to identify the key assumptions on human 

behaviour so as to challenge them and help build a portrait of a possible alternative 

solution to be discussed at a later point. 
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3.9.1.1 - Human Error Rate Considerations and Data Sources  

 

Our introduction to human error is in the first chapter, where the applicable uses for 

LOPA are presented. It is immediately acknowledged that applying LOPA to any scenario 

where HE is an IE (and the resultant risk reduction is dependent on human actions related 

to procedures or administration) is challenging. It therefore, suggests that LOPA is likely 

not as effective when analysing scenarios that are batch operations, such as start-

up/shutdown as these provide opportunities for human error to be an IE, more than 

standard operations. Interestingly, this conflicts with a point of information in Chapter 2, 

where the most common causes of scenario IEs are described as equipment failure and 

human error. This could perhaps be the first issue identified with LOPA and will be 

returned to later.  

 

The human error rate considerations are presented in Chapter 2, along with the description 

of PSFs that CCPS recognises as playing a significant role in impacting reliability. These 

PSFs are: 

 

➢ Procedure accuracy and procedure clarity  

➢ Training, knowledge and skills 

➢ Fitness for duty 

➢ Workload management 

➢ Communication 

➢ Work environment 

➢ Human-machine interface 

➢ Job complexity  

 

Detailed descriptions of how these PSFs operate within a system are also provided. The 

discussion on data sources is next and outlines the main ways of estimating data: these 

being through expert judgement, generic, predicted or site-specific data. At this point, 

HRA is mentioned along with three models for estimating HEPs: THERP, HEART and 

SPAR-H. The data sources for CCPS are based on published data or the expert opinion 

of the Guideline subcommittee. It is stated that if these values are applied in LOPA then 

the organisation’s assumptions about operational practices must be aligned with the 

guidance. 
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3.9.1.2 - Time Dependency, Human Response Times and Integrity of Human IPLs 

 

CCPS describes that a human-based IPL is typically initiated by the sounding of an alarm, 

dial reading etc. The time they have in the aftermath to diagnose and respond is critical 

to their reliability. Data describing this relationship is presented from the US Nuclear 

Regulatory Commission (NRC) Handbook of Human Reliability Analysis with Emphasis 

on Nuclear Power Plant Applications from 1983 [65]. This handbook supplies an 

extensive amount of human reliability data that will be examined later due its close 

relationship with THERP. 

 

Integrity of human IPLs is, therefore, described as being limited by the operator’s ability 

to detect and respond; in turn, this is dependent on the available time from the initiating 

of the alert. The human IPL PFD values presented (from the Nuclear handbook) are based 

on the assumption that the human is able to complete a response in the time periods 

provided. Deciding on an appropriate response time according to CCPS can be done 

through qualitative or more specific techniques e.g. tests and drills. 

 

3.9.1.3 - Human Error initiating events 

 

Human error as an initiating cause is discussed in Chapter 4. The chapter provides data 

values that have come from the NRC for three possible initiating event frequencies (IEF) 

associated with human failures for actions taken more than once per month. 

 

There are basic assumptions about the task that form the basis for these error frequencies 

that consider the operator as appropriately trained, the task is low in complexity (with 

step-by-step procedures) and the human factors influencing the task are controlled in an 

appropriate manner.  

 

The remainder of the chapter is dedicated to failure frequencies for various pieces of 

instrumentation. An interesting point is that the sources of data for these are far more 

varied than the human reliability data. Perhaps this is a display of the difficulties that still 

need to be resolved in order to produce a wider range of available data for human 

reliability. 
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3.9.1.4 - HF Considerations 

 

The CCPS Guidance Appendix contains more in-depth explanations of the influence of 

human factors on the data and displays more extracts from the NRC handbook. It begins 

by introducing the error taxonomy used for the assumptions behind all the data presented. 

The initial taxonomy described is from NRC and considers four types: 

 

➢ Error of omission 

➢ Error of commission  

➢ Sequential error 

➢ Time error 

 

CCPS explains that this taxonomy only describes ‘what’ occurred as opposed ‘why’ the 

error occurred. Therefore, an alternative is suggested: 

 

➢ Skill-based errors 

➢ Rule-based error 

➢ Knowledge-based errors 

 

This taxonomy is chosen as being more helpful for those who wish to discuss the 

influence of management systems over human behaviour. Following this, a section on 

PSFs is examined. A selection of PSFs are listed (not all the same as those mentioned in 

the introduction) and the CCPS recommends that the degree to which they hold a negative 

or positive influence is up to the organisation applying them. The PSFs examined are: 

 

➢ Complexity 

➢ Checklists and procedures 

➢ Ergonomics 

➢ Skill level and training 

➢ Task load 

➢ Stress and fatigue 

 

Checklists and procedures, ergonomics and stress and fatigue all have data provided for 

their usage taken from the NRC.  
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3.9.2 - Background to Human Error Values - THERP 

 

As mentioned earlier, the source of the data in CCPS comes from the US NRC handbook, 

produced by Swain and Guttman [65]. The handbook is incredibly comprehensive and 

provides a complete overview of all aspects of HRA, in addition to the first application 

of THERP.  From analysing THERP earlier, we know the basics of this model, but we do 

not yet understand the underlying methodology used to produce the data provided in 

CCPS.  

 

The definition of THERP provided by Swain and Guttman describes it as a model for 

predicting HEPs and the degradation of a socio-technical system caused by human error 

alone or through interacting with equipment, procedures or any other system or human 

elements that may influence system behaviour. Essentially, THERP is a quantitative 

model for estimating task reliability and recovery factors (the probability of detecting and 

responding correctly to an incorrect task). The process for THERP is as follows in Figure 

10 [65]: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10 - THERP process flowchart [65] 
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The basis for estimating the above is the THERP event tree. Event trees have already been 

presented earlier under TA, so we know that their use assumes a binary approach to 

assessing outcomes i.e. there is only ever a right or wrong outcome, the probabilities of 

which must sum to 1. Below is Figure 11 [65] from the handbook to illustrate this: 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

The event tree method was used to derive nominal HEPs for a selection of different tasks, 

predominantly relevant to Nuclear applications. The sources for these HEPs 

predominantly come from simulations of Nuclear power plants (NPPs) control rooms, 

process industries and industrial/military settings. 

 

Nominal HEP refers to the probability of a human error without taking into account site-

specific PSFs. The nominal HEPs derived for THERP represent the median of lognormal 

distributions of the results from tests examining operator performance when completing 

tasks. It is acknowledged that each HEP estimated has a degree of uncertainty due its 

basis in a lognormal distribution. This uncertainty is represented by an error factor which 

is the square root of the ratio of the upper to lower bound - these bounds are the estimates 

of spread of HEPs associated with the lognormal distribution. Swain and Guttman 

estimate that the bounds they choose hold at least 90% of the true HEPs for the task being 

analysed. Figure 12 displays the error factors in relation to the HEPs. 

 

Figure 11 - Event tree model used for THERP calculations [65] 
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3.9.2.1 - Pros and Cons of using THERP  

 

Considering the vast amount of information provided by Swain and Guttman, it is clear 

that a full analysis of it is not possible. However, this does not mean we cannot identify 

the pros and cons of THERP. Swain and Guttman themselves documented the challenges 

faced with THERP, so it is worth considering them in addition to the views of other 

professionals in this field. Table 8 displays the pros and cons of using THERP. 

 

Table 8 - Pros and cons of THERP 

Cons Pros 

Figure 12 - Extract from the NRC Handbook displaying different results for effect of stress [65] 
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The nominal HEPs are directed at representing 

data in the nuclear power industry [65] 

THERP has been widely validated across 

industries and contains a valuable database of 

information on HRA and HEPs [25]  

Swain and Guttman highlighted that they expect 

there to be gross inaccuracies picked up on in their 

data [65] 

Its methodology is logical and can be 

monitored/audited [25]  

Swain and Guttman expressed that their results are 

deliberately erring towards conservative side due 

to the potential consequences of errors [65] 

The THERP database of nominal HEPs is 

considered one of the best and most 

comprehensive [13] 

The THERP event tree is not good for modelling 

complex tasks as it can become overly complicated 

[21] 

Due to its application in so many industries, it is 

internationally accepted as a reliable tool. [13] 

Although 67 PSFs are mentioned in THERP 

guidance, little information is provided on how to 

apply them to the nominal HEPs  [21] 

 

THERP applies a quantitative methodology with 

the assumption that human error is the root cause 

of accidents - this ideal is now considered outdated  

 

The resulting HEPs are based on binary choices, 

which can limit the extent of the analysis. [16] 

 

 

3.9.3 - Summary of areas for improvement in the using THERP for LOPA 

 

Overall, there are benefits to the current LOPA process used in conjunction with THERP. 

The LOPA technique is a rigorous and logical process that can be applied to all manner 

of hazardous scenarios identified in a HAZOP and provides quantitative data that is 

extremely valuable for risk analysis. The same goes for THERP, it is clear from the 

previous section that it holds a dominant position in the field of HRA due to its extensive 

validation and database of HEPs.  

 

However, some key areas for improvement have also been picked up on along the way. 

Firstly, it is reasonable to consider that the use of THERP’s values in CCPS guidance - 

and therefore in any organisation using the guidance, mean that the cons picked up on 

with THERP also apply to LOPA. As a result, the data being applied is tailored more to 

nuclear applications, has little influence from PSFs and the underlying assumptions are 

outdated.  
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Secondly, it seems that CCPS have recognised that human behaviour is the outcome of 

selective PSFs but incorporating these PSFs into LOPA is extremely difficult. This is a 

problem as human error is recognised as one of the main initiating causes of the scenarios 

LOPA is used to examine. The results will ultimately never be truly site-specific if PSFs 

aren’t given more consideration. At present, the guidance acknowledges a selection of 

PSFs but only provides data on three PSFs (complexity, procedures and stress).  

 

Thirdly, LOPA’s logical manner, although easy to follow (one of the reasons for its 

popularity), means that it is very linear in nature and this is also considered a problem. 

Fundamentally, users are required to ‘fill the gaps’ in the protection layers to maximise 

the risk reduction. This technique could be improved on to allow users to examine the 

interactions within the system in more depth, essentially, to adopt more of a systems 

approach. This brings the argument to whether LOPA is an example of ‘work as imagined 

vs work as done’, i.e. how are we sure that the layers of protection will be detected and 

responded to in the same way as discussed by the LOPA facilitators; or in more 

appropriate terms, how do we know LOPA facilitators will document the detection and 

response criteria in a manner that is as close to working conditions as possible? If tasks 

involving operators are not represented accurately, then it is likely that there will be gaps 

in the LOPA, related to the HF side of the system. This comes full circle back to the 

importance of incorporating PSFs into the LOPA. 

  

3.9.6 - Summary of opinions and conclusions from Chapter 3 

 

From the literature review we now have an extensive overview of the main areas of HRA 

and Erik Hollnagel’s contributions to the field. Some key areas have been identified as 

being of significance to the decisions made on where to progress next. 

 

Firstly, the importance of PSFs. It appears that the main goal of HRA is to accurately 

assess the likelihood of human error under site-specific conditions. The model identified 

as being used by the CCPS Guidance - THERP, has successfully generated nominal HEPs 

that can be used further risk analysis, however they have failed to allow users to tailor 

these nominal HEPs to their own site-specific conditions due to the lack of information 

on how to numerically assess the relative weightings of PSFs. Therefore, the framework 
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to be produced in the next section should aim to overcome the limitations of THERP by 

providing guidance on how to include the impact of PSFs. 

 

Secondly, the challenges faced in analysing performance variability: Erik Hollnagel 

suggests that performance variability comes as a result of a trade-off between efficiency 

and thoroughness. He also suggests that viewing human error as a valid term is false and 

therefore proposes his model - FRAM as a solution to analysing performance variability 

in conjunction with the ‘NO’ view. This is a plausible technique to approaching HRA in 

complex systems, however, it is also technically difficult and conflicts strongly with 

traditional views that are already widely implemented. Other alternatives to analysing 

performance variability are the dynamic third-generation models but these are still in their 

infancy so their use in this case is also challenging. It seems that the best solution for 

implementing Erik Hollnagel’s work is to follow his recommendation regarding Safety I 

and Safety II. As a recap, he recommends that trying to switch an organisation to Safety 

II thinking (i.e. systems thinking) is challenging because Safety I is often more prevalent. 

Instead he recommends making gradual changes. Implementing a framework to help 

analyse HEPs and HFs in more detail to improve LOPA would follow with this 

recommendation and bring more systems thinking to an organisation. 
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4 - Methodology 

 

4.1 - Introduction  

 

The following chapter aims to provide an overview of the practical application of the 

areas identified of criticality in meeting the remaining objectives. From the evaluation of 

the CCPS Guidance on LOPA it is clear that the potential for gaps related to human 

factors due to their lack of consideration in the data provided based on THERP. Therefore, 

the methodology will look at performing a SCTA and looking at the options available for 

bringing this into LOPA via a HRA method to account for PSFs.  

 

4.2 - Human Error Analysis Reduction Technique (HEART) 

 

4.2.1 - Reasons for use 

 

From the comparison of HRA tools is seems that HEART is the most appropriate option 

as it meets the following requirements: 

 

➢ It is a widely validated tool across different industries. 

o It was revalidated by the UK Health and Safety Laboratory in 2016 

➢ It provides its own nominal HEPs linked to 9 different task types. The nominal 

probabilities were initially developed in the 1980’s, however, in 2017 they were 

updated based on literature published in the 30yrs since its development [66]. The 

updated values for the nominal probabilities will be used here. 

➢ It provides a list of 38 PSFs with multipliers for each one 

➢ The calculation used to combine the PSFs and nominal HEPs is very simple to 

understand. 

 

4.2.2 - Performance Shaping Factors 

 

HEART provides an extensive list of PSFs with their relative multipliers to be used in the 

calculation. The sources for the data for the multipliers are predominantly from 

ergonomics and psychology journals in addition to technical reports and conference 
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papers. Each PSF has several sources for its multiplier and combined with the extensive 

validation of HEART, it can be assumed that the numbers hold a good representation of 

the weightings they have over the HEPs. The list of these PSFs can be seen in the 

Appendix in Table 2. 

 

4.2.3 - HEART Method 

 

The HEART method is very simple and can be split into the following stages: 

 

1. Complete safety critical task analysis. 

2. Analyse each task and assign a task type to each one based on the 9 nominal types 

defined by HEART - displayed in Table 10: 

 

Table 10 - Nominal Task types and corresponding nominal HEPs for HEART 

Task 

Category 

Nominal 

HEP 

Task Description 

A 0.41 Totally unfamiliar, performed at speed with no real idea of likely 

consequences 

B 0.24 Shift or restore system to a new or original state on a single attempt without 

supervision or procedures 

C 0.17 Complex task requiring high level of comprehension and skill 

D 0.06 Fairly simple task performed rapidly or given scant attention 

E 0.02 Routine, highly-practiced, rapid task involving relatively low level of skill 

F 0.001 Restore or shift a system to original or new state following procedures, with 

some checking 

G 0.002 Completely familiar, well-designed, highly practiced, routine task occurring 

several times per hour, performed to highest possible standards, by highly-

motivated, highly-trained and experienced person, totally aware of 

implications of failure, with time to correct potential error, but without the 

benefit of significant job aids 

H 0.00004 Respond correctly to system command even when there is an augmented or 

automated supervisory system providing accurate interpretation of system 

state  

I 0.03 Miscellaneous task for which no description can be found 

 

3. Assess the PSFs that influence each task. 
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4. Assign the proportion of effect (PoE) to the PSFs. This is the ‘strength’ of each 

PSF - the strengths of each PSF must be considered independently and should 

have a value between 1 and 0 i.e. 1 = guaranteed influence over the task and 0 = 

absolutely no influence over the task. 

5. Calculate the overall HEP using 

 

𝐹𝑖𝑛𝑎𝑙 𝐻𝐸𝑃 = 𝐵𝑎𝑠𝑖𝑐 𝐻𝐸𝑃 ×  ((𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟𝑃𝑆𝐹𝑖
− 1) ×  𝑃𝑜𝐸𝑃𝑆𝐹𝑖

+ 1) × … 

× ((𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟𝑃𝑆𝐹𝑛
− 1) × 𝑃𝑜𝐸𝑃𝑆𝐹𝑛

+ 1) 

Equation 2 - HEART Calculation 

 

However, like THERP, HEART has its own limitations. These lie in the subjectivity of 

the ‘proportion of effect’ as this value is chosen by whoever is completing the tool, so it 

is inevitable that there will be varying degrees of opinions on what the PoE could be. 

Furthermore, because HEPs are being determined for each task, if we wish to use the 

results in a LOPA then an additional step must be included to compile the HEPs together 

into a single value to represent the error probability for the task as a whole. Therefore, in 

order to consider the full scope of using HEART, the following sections will look at 

different options for mixing the two methods with varying degrees of simplifications in 

order to tailor the framework to the needs of this thesis and to try and overcome the 

problems associated with the subjectivity of HEART. 

 

4.3 - Integrating HEART with LOPA 

 

4.3.1 - Specifications for use 

 

Before the frameworks can be introduced, the specifications for their use must first be 

laid out. These specifications will define the options for the reader to consider as the 

specifications on when to apply the framework to examine an area in more detail. The 

pros and cons for each option are displayed in Table 11 for examination. 

 

Table 11 - Different options of specifications for the framework's use 

 Description  Pros Cons 
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Option 

1 

Use framework to analyse 

all events caused by 

human error or non-

conformances identified in 

HAZOP 

➢ All events initiated by 

human error that are used 

in LOPA have their HEPs 

calculated in a consistent 

way. 

➢ All events caused by 

human error have their 

tasks examined in detail. 

➢ Time consuming 

➢ Requires extensive 

resources and access to 

equipment i.e. difficult. 

➢ Framework may 

become overused and 

lose value. 

Option 

2 

Same as Option 1, except 

a selection matrix is used 

to further filter out the 

scenarios (see Tables 12 

and 13) 

➢ Less time consuming as 

many scenarios from 

HAZOP may be filtered 

out. 

➢ Helps focus the 

framework on the areas 

that need it most. 

➢ Values used in LOPA 

will not all come from 

same consistent method. 

 

It should be noted that Option 1 is the long-term goal of where the framework should look 

to go, however, in the short-term this is not feasible. Therefore, Option 2 would help to 

trial the framework and allow any improvements to be made to its implementation. Option 

2 involves applying a prioritisation matrix to filter out the most critical task scenarios 

from HAZOP to be analysed. This would help to strengthen the link between HAZOP 

and LOPA by improving how human factors are considered in the two, with the ultimate 

benefit of closing the gap between work as imagined and work as done. There are several 

Options for how the matrix would look. As a general requirement, it must be simple to 

understand and be designed with the intent to almost seamlessly integrate into HAZOP. 

An example of how the process could work would consider that during a HAZOP, once 

a scenario has been considered, the matrix will be consulted and if the scenario fits in the 

prioritised area of the matrix then it will be marked for SCTA at a later date. The 

following Tables 12 and 13 portray what the matrix could be like. 

 

Table 12 - Energy Institute's example of simple criticality/prioritisation matrix for SCTA [42] 

 Level of human involvement 

L M H 

Consequence L    

M    

H    
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Key           Description 

 Low priority 

 Medium priority 

 High priority  

 

Table 13 - ConocoPhillips Example of risk-based operating task classification guide [42] 

Task Complexity Low Moderate High 

Task Frequency Frequent Infrequent Rare Frequent Infrequent Rare Frequent Infrequent Rare 

Consequence Low          

Moderate          

High          

 

 Nothing required No instruction required beyond basic operator training  

 Work instruction Typically produced for an operating routine (low/moderate complexity 

task) taking less than a shift. Sampling etc. 

 Reference procedure Review of procedure required before executing task. (Can be guideline 

or detailed step-by-step but does not need sign off). 

 Critical procedure Step-by-step instruction required in hand use of procedures and sign 

off at each step required 

 

 

There would also be further alternatives to the framework’s use as a whole. These 

alternatives have been given less thought to, however, their implementation would have 

their own respective benefits so have been included here for the reader to consider. Firstly, 

the framework could be applied after LOPA as part of incident investigation to find out 

where there are deeper vulnerabilities in a system. The framework could be used to pick 

up on areas that are still susceptible to errors if it is known that an incident has occurred 

before in close proximity to the part of the system being considered. That way, the 

framework would be used to verify there won’t be repeat occurrences. 

 

Secondly, it could be acknowledged that LOPA has inherent problems to do with its linear 

nature that can never fully be removed and so a complete alternative tool should be used. 

The framework could become part of the alternative. This option would present a massive 

challenge since LOPA is such a widely recognised risk analysis tool, but it would also 

present the opportunity to remove the gap between work as imagined and work as done.  
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4.3.2 - Trial task for use 

 

Once the specifications for the framework’s use have been chosen, the next stage involves 

completing a task analysis. To ensure that the frameworks can be compared in an equal 

manner, the following SC maintenance task analysis is used for each of the three 

frameworks. It should be noted that maintenance tasks are not normally covered under 

the scope of LOPA, however this one was chosen due to its availability and simplicity - 

as it allows us to see how the framework could operate and identify any problems. 

 

The task analysis is based off a tabular HTA, but instead it has been simplified to 

following so that only the areas relevant to the HEART calculation have been included 

e.g. description of PSFs. See Table 14: 

 

Table 14 - Trial HTA used for the frameworks 

Maintenance task: Removal of Relief Valve and commissioning of online spare  

Step Description Performance 

Influencing Factors 

Safety 

Critical? 

Consequences 

1 Planning of isolation 

and alternate relief 

path 

Distraction/task 

interruptions 

 

No Potentially contributory to 

incorrect isolation or failure 

to create relief path - see 2 

2 Open alternate path 

for relief 

   

2.1 Walk the line with 

ICC - Make sure ICC 

is correct and 

matches need / 

environment 

A need to unlearn a 

technique and apply one 

which requires the 

application of an 

opposing philosophy 

 

An impoverished quality 

of information conveyed 

by procedures and 

person-person 

interaction 

 

Contributory Contributory to failure to 

isolate main RV and/or 

bring spare online 

2.2 Bring online spare 

into operation 

A poor or hostile 

environment 

 

Yes Over pressure - MAH 
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Inconsistency of 

meaning of displays and 

procedures 

 

A need to unlearn a 

technique and apply one 

which requires the 

application of an 

opposing philosophy 

 

An impoverished 

quality of information 

conveyed by procedures 

and person-person 

interaction 

3 Take main out of 

service 

Unreliable 

instrumentation (enough 

that it is noticed) 

 

Inconsistency of 

meaning of displays and 

procedures 

 

Contributory Contributory when breaking 

containment 

3.1 Prep main for 

removal 

/ No / 

4 Verify alternate path A poor or hostile 

environment 

 

Inconsistency of 

meaning of displays and 

procedures 

 

An impoverished 

quality of information 

conveyed by procedures 

and person-person 

interaction 

Yes Opportunity to identify 

problem with relief path 

could be missed - lacking 

relief on system - 

overpressure 

5 Remove main RV for 

maintenance 

Distraction/task 

interruptions 

 

Yes Breaking containment 

under pressure - range of 

consequences 
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A poor or hostile 

environment 

 

6 Refit main RV Inconsistency of 

meaning of displays and 

procedures 

 

Unreliable 

instrumentation (enough 

that it is noticed) 

Yes Lacking relief protection 

 

 

4.3.3 - Framework 1: Original HEART 

 

The first framework was chosen as an entry point into trialling HEART. Its application 

was highly beneficial in identifying teething problems with the framework and raised 

some areas for improvement. The framework, in the form of a high-level procedure, is 

shown next.  

 

Step 1. Assign a generic task category from Table 10 to each task stage in Table 

14. 

Step 2. Choose PSFs for each Task type. These are presented in Table 15: 

 

Table 15 - Multipliers to use for HEART PSF 

Performance Shaping Factors Multiplier 

Unfamiliarity with a situation which is potentially important, but which only occurs 

infrequently or which is novel 

17 

A shortage of time available for error detection and correction 11 

A low signal-noise ratio 10 

A means of suppressing or over-riding information or features which is too easily 

accessible 

9 

No means of conveying spatial and functional information to operators in a form which 

they can readily assimilate 

8 

A mismatch between an operator’s model of the world and that imagined by the designer 8 

No obvious means of reversing an unintended action 8 

A channel capacity overload, particularly one caused by simultaneous presentation of 

non-redundant information 

6 
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A need to unlearn a technique and apply one which requires the application of an 

opposing philosophy 

6 

The need to transfer specific knowledge from task to task without loss 5.5 

Ambiguity in the required performance standards 5 

A means of suppressing or over-riding information or features which is too easily 

accessible 

4 

A mismatch between perceived and real risk. 4 

No clear, direct and timely confirmation of an intended action from the portion of the 

system over which control is exerted. 

4 

Operator inexperience (e.g., a newly qualified tradesman but not an expert) 3 

An impoverished quality of information conveyed by procedures and person-person 

interaction 

3 

Little or no independent checking or testing of output 3 

A conflict between immediate and long term objectives 2.5 

No diversity of information input for veracity checks 2.5 

A mismatch between the educational achievement level of an individual and the 

requirements of the task 

2 

An incentive to use other more dangerous procedures 2 

Little opportunity to exercise mind and body outside the immediate confines of a job 1.8 

Unreliable instrumentation (enough that it is noticed) 1.6 

A need for absolute judgements which are beyond the capabilities or experience of an 

operator 

1.6 

Unclear allocation of function and responsibility 1.6 

No obvious way to keep track of progress during an activity 1.4 

A danger that finite physical capabilities will be exceeded. 1.4 

Little or no intrinsic meaning in a task 1.4 

High level emotional stress 2 

Evidence of ill-health amongst operatives especially fever. 1.2 

Low workforce morale 1.2 

Inconsistency of meaning of displays and procedures 3 

A poor or hostile environment 2 

Prolonged inactivity or highly repetitious cycling of low mental workload tasks (1st half 

hour) 

1.1 

(thereafter) 1.05 

Disruption of normal work sleep cycles 1.2 

Task pacing caused by the intervention of others 1.06 

Additional team members over and above those necessary to perform task normally and 

satisfactorily. (per additional team member) 

1.2 

Age of personnel performing perceptual tasks 1.16 
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Distraction / task interruption 4 

Time of day (from diurnal high arousal to diurnal low arousal) 2.4 

 

Step 3. Assign a proportion of effect (PoE) to each Flag Type.  

Step 4. Perform HEART’s calculation using Equation 2.  

 

Therefore, the final HEPs calculated are in Table 16. 

 

Table 16 - Framework 1 Results 

Task Stage HEP 

1 0.198 

2 / 

2.1 0.088 

2.2 0.03168 

3 0.0072 

3.1 0.02 

4 0.57024 

5 0.00792 

6 0.0072 

 

 

4.3.3.1 - Areas for improvement 

 

Several areas for improvement were identified with this framework as expected. These 

improvement areas were selected after presenting the framework to others for feedback. 

 

The most predominant problem identified was that the PoE has a massive influence over 

the final HEP, yet its value is completely subjective depending on who is completing the 

framework. It was decided that the next framework would look at the effects of removing 

the PoE entirely. This would drastically simplify the maths involved, effectively 

removing HEART’s Equation 2 and altering it to Equation 3: 

 

𝐹𝑖𝑛𝑎𝑙 𝐻𝐸𝑃 = 𝐵𝑎𝑠𝑖𝑐 𝐻𝐸𝑃 ×  𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟𝑃𝑆𝐹𝑖
 × … × 𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟𝑃𝑆𝐹𝑛

 

Equation 3 - Simplified HEART Calculation 
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Furthermore, there was some confusion over selecting which of HEARTs generic task 

types were most applicable to each stage. It was felt that there should be more guidance 

on how to choose the task type, as like the PoE, there was potential for subjectivity to 

cause inconsistency with the results.  

 

It was decided that a logical approach would be for the second framework to only consider 

the changes introduced by removing the PoE. 

 

4.3.4 - Framework 2: Reduced HEART 

 

As before the framework is laid out as a high-level procedure. 

 

Step 1. Assign a generic task category to each task stage shown in Table 

Step 2. Assign a Multiplier to each Flag Condition.  

Step 3. Perform calculation using Equation 3. 

 

Therefore, the final HEPs calculated are in Table 17. 

 

Table 17 - Framework 2 Results 

Task Stage HEP 

1 0.36 

2 / 

2.1 0.36 

2.2 0.324 

3 0.0144 

3.1 0.02 

4 1.0 

5 0.024 

6 0.0144 

 

4.3.4.1 - Areas for improvement 

 

As with Framework 1, problems were identified with this approach. Although the 

procedure has been made far simpler and the subjectivity has been dramatically reduced, 

the resulting HEPs have increased meaning that they are perhaps now too conservative.  
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It seems this could be a problem especially since the frequency of the task has not yet 

been considered. The frequency is how many times the task occurs and is typically taken 

into account through being multiplied with the HEP. Considering this, if we were to 

multiply some of the probabilities, it means they would be raised to above 1 i.e. a 

probability of 1 which means the task is guaranteed to go wrong.  

 

This seems inaccurate so the suggestions for the next framework is to find a way to 

provide more guidance on how to apply the PoE so as include it while reducing the 

subjectivity associated with it. 

 

4.3.5 - Framework 3: Simplified HEART 

 

The final framework, looks to reduce the complexity of the HEART process overall by 

tailoring the areas that have caused confusion so far. This involves changing the 

description of the Task Types provided by HEART, specifying the Flag Conditions not 

be used with certain Task Types so avoid them being counted twice (see Tables 33 and 

34 in the Appendix) and providing more guidance on how to apply the PoE. Therefore, 

the process is as follows: 

 

Step 1. Assign a generic task category to each task stage, using Table 18 instead 

of Table 10 (the task types have been re-worded, and one has been removed). 

Tables 33 and 34 must be consulted so as to avoid double counting the Flag 

Conditions.  

 

Table 18 - Simplified nominal task types from HEART 

Task 

Category 

Nominal 

HEP 

Guide  

Word 

Task Description 

A 0.41 Completely 

Unfamiliar 

Operator is completely unfamiliar with task (due to 

inexperience or task rarity) and consequences of task are 

vague. 

B 0.002 Perfectly 

familiar 

Operator is perfectly familiar with task (due to exceptional 

experience and high task frequency) and consequences are 

perfectly clear. 
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C 0.24 Change  

System 

state 

Change system to new or original state with no supervision 

or unclear procedures 

D 0.001 Change  

system  

state 

Change system to new or original state with supervision and 

clear procedures 

E 0.17 Complex Complex task that requires high level of experience 

F 0.06 Straight-

forward 

Fairly straightforward task that is performed quickly 

G 0.02 Routine Routine task that requires low level of experience 

H 0.03 Un-

determined 

Miscellaneous task for which no description can be found 

 

Step 2. Assign a Multiplier to each flag condition. 

Step 3. Apply a PoE to each Flag Condition using Table 19. 

 

Table 19 - Simplified guidance for applying the proportion of effect 

Proportion of effect 

High effect Medium effect Low effect 

0.75 0.5 0.25 

 

Step 4. Perform HEART’s calculation using Equation 2.  

 

Therefore, the final HEPs calculated are in Table 20. 

 

Table 20 - Framework 3 Results  

Task Stage HEP 

1 0.09 

2 / 

2.1 0.04545 

2.2 0.02109 

3 0.0075 

3.1 0.02 

4 0.28125 

5 0.00375 

6 0.0075 
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4.3.5.1 - Areas for improvement  

 

At present, this appears to be as far as Framework 3 can be simplified. The main areas 

for improvement now lie in collecting more information to fill in the current gaps in the 

framework. These gaps are: 

 

➢ Choosing a specification method for its use e.g. selecting Table 12 or Table 13 

and tailoring it to the needs of the organisation to define when to clearly use the 

Framework.  

➢ Trialling the proportion of effect fully: there is possibly still some uncertainty over 

the PoE, hence why Framework 3 looked to simplify it as much as possible into 

three categories. The best way to ensure that the categorisation of the PoE is easy 

to understand and gives consistent results would be to trial its use on operators 

carrying out the same task under the same conditions. If different results were 

achieved, then this would mean that more clarification would need to be provided 

into what values to use for the PoE. 

 

From the perspective of the HSE, it is a requirement that any values used in LOPA which 

have been assessed by methods individual to the organisation should have their use fully 

justified. This means that there must be consistency with the values used as inputs into 

Framework 3’s calculation. Therefore, although the PoE has been simplified down into 

three categories, there is still potential for subjectivity i.e. one operator may view a PSF 

as having a different level of PoE to another operator experiencing the PSF under the 

same circumstances. The best way to overcome this would be to provide guidance for 

each individual PSF, describing what could be considered as a high, medium or low level 

of PoE.  

 

4.3.6 - Compiling the results 

 

Once the HEPs have been achieved through using the framework of choice then the next 

stage involves compiling the resulting HEPs into a single value that could be used in 

LOPA. This single value needs to accurately reflect the results achieved so there are 

several compilation options available for combining the HEPs. Table 21 describes the 

range of options available and the respective pros and cons of each one. 
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Table 21 - Different options for compiling the framework results together  

 Option 1  Option 2 

Take highest probability. Take average of probabilities. 

Description This would be used if it was decided 

that the worst-case scenario should be 

reflected in the LOPA. It would only 

involve taking the highest probability 

and using this as the initiating cause 

likelihood  

This would provide a less conservative 

result than Option 1 as it would only 

involve taking the mean of all the 

probabilities - with the core assumption 

that the tasks are independent. 

Pros ➢ This is easiest of the three options, 

does not require any further 

calculations. 

➢ Ensures the most vulnerable task is 

accounted for. 

➢ Very simple to do. 

➢ Ensures that all probabilities are 

accounted for in the single value used 

in LOPA. 

Cons ➢ If there is a large gap between the 

biggest HEP and the others, then 

there may be an unfair 

representation of the overall HEPs.  

➢ If one HEP is obviously higher, then 

taking an average may remove the 

focus from the most critical HEPs i.e. 

worst-case scenario is not accounted 

for. 
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5 - Results 

 

This section will present the final results achieved for each of the three frameworks using 

each of the three compilation options from the previous section. Table 22 displays the 

possible range of probabilities that could be achieved for the reader to consider. 

 

Table 22 - Results comparing each framework with each compilation option  

Compilation Option Framework 1 Framework 2 Framework 3 

1 0.57 1.0 0.28 

2 0.05 0.26 0.06 

 

The new values achieved suggest that errors are more common than dictated by the 

original guidelines. In Table 25, the error probability is a more than a factor of 20 greater 

than the one that would be used in the LOPA, however, it considers that there are far more 

PSFs impacting the operator’s behaviour.  

 

It should be noted that the results achieved consider probabilities of error per opportunity. 

In the LOPA, these probabilities are converted to an initiating event frequency, by 

considering the number of times the task can occur i.e. multiplying the HEP by the 

number of opportunities for error. Feedback on whether this practice is actually beneficial 

was mixed. For example, the LOPA calculation requires a frequency as opposed to a 

probability for the mathematics, so it is considered general practice to scale the 

probability by the number of opportunities for its occurrence. It was suggested that 

multiplying the probabilities can cause inconsistencies, so although it is considered 

normal to do, an acknowledgment of the problems associated with multiplying 

probabilities was recommended to be included here. This is perhaps another limitation 

with LOPA as a whole and goes back to why it is important to consider the future potential 

for a replacement method.  

 

Overall the HEPs developed through the frameworks represent what was expected based 

on the literature. Swain and Guttman (authors of THERP), and the CCPS Guidance both 

recommended that the use of PSFs should only be done so to increase the HEP. In Table 

24 three times as many PSFs have been considered and the resulting HEP is over a factor 

of 20 greater. 
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6 - Discussion 

 

6.1 - Results in terms of the initial objectives 

 

To begin with, let us recap of the objectives of this thesis. The predominant aim was to 

produce a framework that could be used to determine human error probabilities that can 

be applied to a LOPA. The framework should meet the following demands: 

 

1. If the analysis shows that quantitative HRA can be practically applied to account 

for dynamic variability in the system leading to an error or non-conformance, 

propose a framework for calculating error probabilities that could be used in the 

scope of a LOPA.  

This objective was described in sections 4.3.3-4.3.5 whereby the high-level 

procedures where laid out for each of the three options available for the 

framework. Based on the improvements made between the first and third 

frameworks, it would seem that using Framework 3 is the best option since it 

looked to solve the areas for improvement identified in the previous applications. 

With regards to the dynamic variability described in the objective, we now know 

from the literature review that it is one of the main limitations of the first and 

second-generation models that they cannot dynamically account for changes in 

error probabilities over time.  However, we also know that developments are being 

made to produce complex simulation models that will be able to reflect 

performance variability in the field. This seems a logical progression, since 

modern technology is able to model the dynamic variability of materials, 

structures and natural phenomena - so why shouldn’t we be able to model our own 

behaviours? Therefore, a recommendation is for an organisation to remain 

updated on the progression of third-generation models for potential future use.  

 

2. Suggest a framework to understand under what conditions LOPA should 

recommend a more detailed assessment of human error/non-conformance. 

The result for this objective is presented under section 4.3.1. There were two 

options for implementation of Framework 3 - the first one is recommended as 

potentially becoming the long-term goal (this used the framework on all events 



E. Fowler 

August 2018 

 57 

identified as initiated by human error/non-conformance in HAZOP) because this 

means that all scenarios have their human factors considered in detail and the 

human error results used in LOPA are all consistent. To begin with though, Option 

2 is more feasible because it allows the Framework to be trialled on the areas that 

need it the most. In order to do this, a selection matrix needs to be chosen. Two 

have been suggested, one from the Energy Institute and one from ConocoPhillips. 

These could be trialled or modified to suit the needs of the organisation. Further 

recommendations include recognising that the framework has potential for use 

outside of LOPA to examine vulnerable areas in more detail e.g. as part of incident 

investigation or alternatively looking to use the framework as part of an entirely 

new tool to assess risk (in order to overcome the inherent limitations of LOPA). 

 

3. Include an overview of how a non-expert would implement the framework within 

the LOPA study. 

The requirements for this objective are formed partially from the outcomes of 

objectives 1 and 2. A summary of the entire procedure is below: 

 

➢ Complete HAZOP study in conjunction with selection matrix (from objective 

2). 

➢ Perform the Framework with operators (Simplified HEART) on the scenarios 

identified using the selection matrix from the HAZOP. 

➢ Select a method for compiling the framework results into a single value e.g. 

taking an average.  

➢ Write up LOPA ToR including all site-specific information i.e. results from 

the framework. 

➢ Once the values in the ToR have been checked over the LOPA can be 

completed using the new HEPs. 

 

4. Demonstrate how the proposed frameworks would improve upon current methods 

through a compare and contrast with a LOPA case study. 

The results achieved from the frameworks are presented in Chapter 5. For this 

objective, the results were not used in a LOPA case study for several reasons. 

Firstly, the Task analysis would have to be specific to the LOPA case study. 

Therefore, the task analysis chosen for use in this document was selected to 



E. Fowler 

August 2018 

 58 

provide a worked example of how the HEPs could be calculated. The HEPs 

achieved suggest that the current probabilities used by CCPS are too low because 

they only consider three PSFs - stress, competency and validation. This would 

need to be confirmed though by performing the task analysis accurately with an 

operator. For the time being, we can assume that the new framework demonstrates 

its value through making use of HRA and the variety of PSFs, thus helping to 

bridge the gap between work as imagined and work as done.  

 

6.2 - Significance of the results 

 

Perhaps the best way to put this project into context is to consider how it compares to 

similar studies. From the literature review, we know that there has been much research 

into producing different types of HRA methods but combining these with LOPA seems 

less documented until more recent years. For example, the American Institute of 

Chemical Engineers provided a guide in 2016 on how to incorporate HRA with LOPA. 

This guide looked to include HRA after LOPA to look into human factors issues in more 

detail - the procedure recommended using task analysis and then creating event trees to 

develop HEPs [67]. An earlier publication from 2002 that appeared in the Process Safety 

Progress Journal simply suggested bringing HF into LOPA by performing a specific 

LOPA-HF to identify HF at all areas of the initiating events and protection layers.  

 

With regards to HEART, its use has been far and wide in the world of HRA, but only one 

publication was found that linked it to LOPA. Again, it was a presentation published by 

the American Institute of Chemical Engineers in 2017 and described an approach 

combining LOPA and HEART to develop consistent initiating event frequencies for the 

process of loading and unloading hazardous liquids. The results from the case study 

reflected those achieved here as it was described that the use of HEART helped the 

organisation to understand the procedural steps involved and the key performance 

shaping factors.  

 

It therefore seems that there is a lack of publications that look to combine HRA methods 

with LOPA. This study shows some significance in that it uses a simplified form of task 

analysis with a simplified form of HEART to aid the consideration of HF in LOPA. The 

HEART process does not appear to have altered much over its lifetime, this being because 
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it is already considered a very simple, reliable process. This view, however, is only true 

if the person completing HEART has a background in HFs.  

 

6.3 - Limitations of the results 

 

Although the frameworks have their benefits, they are not without their limitations too 

and these must be considered to give a fair overview of this project. The initial limitations 

are present due to the infancy of the frameworks.  

 

Further limitations of this work are that it only considers the HEPs for initiating events 

i.e. we must not forget that human behaviour is a key factor in responding to alarms and 

therefore there will be error probabilities required for these as well. It was decided that 

that for this piece of work it would be beneficial not to overcomplicate the initial 

frameworks and therefore focus on a way to develop HEPs to be used only in the initiating 

frequency. If Framework 3 was to look at the error probabilities for alarm response, then 

a slightly different approach would be required in that the Task analysis would best be 

completed after a test or alarm drill so as to collect data on alarm response.  

 

In addition to the above, Framework 3 can only properly be trialled if it is completed by 

an operator. The availability of operators to complete a task analysis was challenging, as 

expected, so under the scope of the time available for this project it was not possible. This 

means that the framework should have its use validated further in the future if possible 

through completion by an operator.  

 

6.5 - Overall validity of the project  

 

As a final note the validity of this project should be acknowledged as a whole. The 

original objective has been met, however, we should consider this in the overall context 

of HRA. We now know that there have been very few studies that have looked to combine 

HRA with LOPA in a similar way, this could either be because it is difficult to do or 

because looking for an exact HEP is, ultimately, a demand that can never be met. From 

the literature review its clear that performance variability governs probabilities, and 

therefore, it is likely that HEPs are constantly changing. This means that, realistically, 

achieving a single value for a HEP will never be accurate because HEPs are likely to sit 
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between a range depending on the PSFs present. Caution should be aired when using a 

single value, as it should be recognised that a single value is not able to represent the 

dynamic nature of humans. 
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7 - Conclusion 

 

Overall, this project has presented a variety of information related to HRA and LOPA. 

The literature review introduces us to the background of HRA and its core in the nuclear 

industry and the evolution of HRA models. The importance of PSFs are examined and 

the role of task analysis is also discussed. Following this, the importance of Erik 

Hollnagel’s work and systems thinking is considered and then the chapter finishes with a 

critical review of the current LOPA practices. It is concluded from the literature review 

that the core objectives can be met by considering an HRA model with a variety of PSFs. 

This method would allow HF to be considered in more depth than at present and therefore 

bring more of a systems approach to the LOPA process. Ultimately, this builds on the 

recommendations of Erik Hollnagel to incorporate more systems thinking into 

organisations through making gradual adjustments to processes, as he recognises that this 

is can only be administered gradually and will not be achieved overnight. 

 

The methodology chapter looks to put into practice the suggestions from the literature 

review. This is done by putting the framework into practice, a task analysis was chosen 

that tried to reflect a task that could link to those commonly occurring scenarios in LOPA 

- a maintenance task involving a relief valve. After this, various combinations of HEART 

were trialled, with the third framework, overcoming most of the limitations raised by the 

previous trials. The final stage was to present the options for compiling the HEPs to be 

used as LOPA initiating cause likelihood. 

 

The results section presented a comparison of the HEPs achieved from each framework 

using each compilation method. This allowed the reader to gain an overview of how the 

adjustments to each framework impacted the probabilities as well as what the different 

options for combining the results would yield.  

 

Finally, the discussion looked at the specifics of each objective and how they were 

achieved throughout the project as well as the strengths and limitations of the project as 

a whole. Overall, it was felt that each objective was met, and justification for this was 

provided throughout the discussion. The strengths of the project lie in that few 

publications have completed a similar task before. The project looks to improve LOPA 
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by bridging the gap between work as imagined versus work as done and in doing this we 

can begin to implement systems thinking as recommended by Erik Hollnagel. 

 

Although the project has demonstrated its novelty, the limitations must also be 

acknowledged. These predominantly lie in the fact that the task analysis used was not 

specific to the scope of what would be involved in a HAZOPs/LOPAs. Therefore, the 

limitations of this project link into the future recommendations which will be summarised 

next. 

 

7.1 - Summary of recommendations  

 

7.1.1 - Research Dynamic Modelling 

 

It seems that in the future, the next step in HRA will be dynamic modelling of human 

behaviour. This will overcome the static nature of first and second generation HRA 

models and will allow us to account for different PSFs in different points in time. 

Organisations should stay updated on the advancements made in this field as it is likely 

that this method could be hugely beneficial to HF and Safety Engineering if implemented.  

 

7.1.2 - Apply Framework 3 to meet objectives. 

 

At present, because dynamic HRA models are still in their infancy, applying the one of 

the frameworks here would be an alternative for looking into HF in more depth. It is 

recommended that Framework 3 is the best option. Out of the options for compiling the 

framework results, it is up to the readers discretion which is chosen as each option has 

equal pros and cons.  

 

7.1.3 - Tailor Framework 3 

 

It is also recommended that further research is required to tailor the Framework to the 

needs of the organisation using it e.g. through perhaps incorporating their own type of 

SCTA instead of HTA. 
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7.1.4 - Trial Framework 3 on an operator  

 

If the reader finds the work in this project to have potential for future practices, then there 

are options for how it is trailed in more depth. Firstly, it needs to be used on an operator 

doing a task that could be compared specifically to a HAZOP scenario. If successful, then 

the next step would be putting it into practice in smaller HAZOPs e.g. for operations 

involving equipment replacements. The need for detailed HFs analysis is probably more 

important on projects, however operations tasks are more feasible due to the smaller scale.  

 

7.1.5 - Acknowledge LOPA’s inherent problems 

 

It should be acknowledged that LOPA has limitations that can never fully be eradicated. 

These stem from its linear, quantitative nature (although it is considered a semi-

quantitative tool) and the requirement to fill in the SIL gaps. This means that it will always 

be a desktop exercise that requires detailed knowledge of the calculations to complete. 

As a result, this limits the amount of operator input which is one its main downfalls. 

LOPA is a simple tool and its use has become so wide that finding a replacement would 

present a huge challenge, but this does not mean it is impossible. At present the best way 

to improve it is to look for ways to incorporate operators because they are the only people 

who know with accuracy how relevant procedures and policies actually are in relation to 

the working environment. This will ultimately ensure that the discussions held in LOPA 

will accurately reflect reality and reduce the potential for uncertainty in the numbers used 

in LOPA. This project presents a potential option for embracing this, and will hopefully 

provide a stepping stone for helping to improve the way LOPA is considered.  
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APPENDIX 

Table 26 - HEART Nominal Task types and nominal HEPs [66] 

Task 

Category 

Task Lower 

Bound (5th 

Percentile) 

HEP Upper 

Bound (95th 

Percentile) 

A Totally unfamiliar, performed at speed with no 

real idea of likely consequences  

0.2 0.41 0.85 

B Shift or restore system to a new or original 

state on a single attempt without supervision 

or procedures 

0.06 0.24 1.0 

C Complex task requiring high level of 

comprehension and skill 

0.05 0.17 0.6 

D Fairly simple task performed rapidly or given 

scant attention 

0.02 0.06 0.19 

E Routine, highly-practiced, rapid task involving 

relatively low level of skill 

0.005 0.02 0.09 

F Restore of shift system to new or original state 

following procedures, with some checking 

0.00002 0.001 0.04 

G Completely familiar, well-designed, highly 

practiced, routine task occurring several times 

per hour, performed to highest possible 

standards, by highly-motivated, highly-trained 

and experienced person, totally aware of 

implications of failure, with time to correct 

potential error, but without the benefit of 
significant job aids 

0.0002 0.002 0.01 

H Respond correctly to system command even 

when there is an augmented or automated 

supervisory system providing accurate 

interpretation of system state 

 0.00004  

I Miscellaneous task for which no description 

can be found 

0.008 0.03 0.11 
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Table 27 -NARA Nominal Task types and nominal HEPs [11] 

 

Task Category Task Lower 

Bound 

(5th 

Percentile) 

HEP Upper 

Bound 

(95th 

Percentile) 

Generic Tasks A1 Carry out simple single manual 

action with feedback. Skill-based 

and therefore not necessarily with 

procedure 

 0.005  

A2 Start or reconfigure a system from 

the Main Control Room following 

procedures, with feedback. 

 0.001  

A3 Start or reconfigure a system from a 

local control panel following 

procedures, with feedback. 

 0.003  

A4 Reconfigure a system locally using 

special equipment, with feedback; 

e.g., closing stuck open boiler SRV 

using gagging equipment. Full or 

partial assembly may be required. 

 0.03  

A5 Judgment needed for appropriate 

procedure to be followed, based on 

interpretation of alarms/indications, 

situation covered by training at 
appropriate intervals. 

 0.01  

A6 Completely familiar, well designed 

highly practiced, routine task 

performed to highest possible 

standards by highly motivated, 

highly trained, and experienced 

person, totally aware of implications 

of failure, with time to correct 

potential error. Note that this is a 

special case. 

 0.0001  

Generic tasks for 

checking plant 

status and 

availability of 

resources 

B1 Routine check of plant status  0.03  

B2 Restore a single train of a system to 

correct operational status after test 

following procedures. 

 0.007  

B3 Set system status as part of routine 

operations using strict 

administratively controlled 

procedures 

 0.0007  

B4 Calibrate plant equipment using 

procedures; e.g. adjust set-point. 

 0.003  

B5 Carry out analysis  0.03  

Generic tasks for 

alarm/indication 

response 

C1 Simple response to a key alarm 

within a range of alarms/indications 

providing clear indication of 

situation (simple diagnosis required). 

Response might be direct execution 

of simple actions or initiating other 

actions separately assessed 

 0.0004  

C2 Identification of situation requiring 

interpretation of complex pattern of 

alarms/indications. (Note that the 

response component should be 

evaluated as a separate GTT) 

 0.2  

Generic task for 

communication 

D1 Verbal Communication of Safety-

Critical Data 

 0.006  
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Table 28 - CREAM Nominal Task types and nominal HEPs [11] 

 

Task Category Task Lower 

Bound 

(5th 

Percentile) 

HEP Upper 

Bound 

(95th 

Percentile) 

Observation O1 Wrong object observed 0.0003 0.001 0.003 

O2 Wrong identification 0.001 0.003 0.009 

O3 Observation not made 0.001 0.003 0.009 

Interpretation I1 Faulty diagnosis 0.09 0.2 0.6 

I2 Decision error 0.001 0.01 0.1 

I3 Delayed interpretation 0.001 0.01 0.1 

Planning P1 Priority error 0.001 0.01 0.1 

P2 Inadequate plan 0.001 0.01 0.1 

Execution E1 Action of wrong type 0.001 0.003 0.009 

E2 Action at wrong time 0.001 0.003 0.009 

E3 Action on wrong object 0.00005 0.0005 0.005 

E4 Action out of sequence  0.001 0.003 0.009 

E5 Missed action 0.025 0.03 0.04 
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Table 29 - PSF that could be double counted 

There is no guidance provided in HEART on which PSFs could be double counted. Therefore, a revised version of HEART produced by the rail 

industry (was consulted as it provided guidance on which. PSFs could be double counted in the task types [69]. 

 
Task 

Category 

Nominal 

HEP 

Guide  

Word 

Task Description Do not apply these Flag Conditions due to double counted 

A 0.55 Completely 

Unfamiliar 

Operator is completely unfamiliar with task 

(due to inexperience or task rarity) and 

consequences of task are vague. 

Unfamiliarity with a situation which is potentially important but which only 

occurs infrequently or which is novel 

Operator inexperience (e.g., a newly qualified tradesman but not an expert) 

A mismatch between perceived and real risk. 

An incentive to use other more dangerous procedures 

B 0.0004 Perfectly 

familiar 

Operator is perfectly familiar with task (due 

to exceptional experience and high task 

frequency) and consequences are perfectly 

clear. 

 

C 0.26 Change  

System 

state 

Change system to new or original state with 

no supervision or unclear procedures 

Inconsistency of meaning of displays and procedures 

Ambiguity in the required performance standards 

Inconsistency of meaning of displays and procedures 

The need to transfer specific knowledge from task to task without loss 

An incentive to use other more dangerous procedures 

D 0.003 Change  

system  

state 

Change system to new or original state with 

supervision and clear procedures 

Unfamiliarity with a situation which is potentially important but which only 

occurs infrequently or which is novel 

Operator inexperience (e.g., a newly qualified tradesman but not an expert) 
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E 0.16 Complex Complex task that requires high level of 

experience 

Ambiguity in the required performance standards 

Inconsistency of meaning of displays and procedures 

The need to transfer specific knowledge from task to task without loss 

F 0.09 Straight-

forward 

Fairly straightforward task that is performed 

quickly 

A shortage of time available for error detection and correction 

Prolonged inactivity or highly repetitious cycling of low mental workload 

tasks (1st half hour) 

Little or no intrinsic meaning in a task 

An incentive to use other more dangerous procedures 

G 0.02 Routine Routine task that requires low level of 

experience 

Prolonged inactivity or highly repetitious cycling of low mental workload 

tasks (1st half hour) 

Little or no intrinsic meaning in a task 

An incentive to use other more dangerous procedures 

H 0.03 Un-

determined 

Miscellaneous task for which no description 

can be found 
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	The earliest and simplest model that followed the above principle is the Domino Theory and was presented by Heinrich in his book [52]. It was named aptly as the linear accident model mimics the well-known domino effect. The ‘dominos’ of the model each...
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	The most well recognised model that reflects the above assumptions is the Swiss Cheese Model that was developed by James Reason [54] to show how accidents can progress through an organisation via failures in the barriers. The model (seen in Figure 5 [...
	3.4.3 – Complex Non-Linear Models
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	Further to Leveson’s STAMP is the Functional Resonance Analysis Model (FRAM), which was produced by Erik Hollnagel in response to his dissatisfaction with CREAM [6]. The qualitative model shares the core systems principle of assuming that accidents ar...
	3.5 – The systems approach and how it has evolved
	So far, there has been an obvious change in the attitude towards human error with the evolution of both new human error estimations models and accident causation models - shown in Figure 8 [50].
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	Furthermore, a 2015 paper examined the improvements made when implementing a systems approach into a large chemical plant [60]. The document describes that prior to the use of the systems approach, compliance was often achieved but safety excellence w...
	3.6 – A comparison between the system and engineering approaches to assessing human error probabilities
	The systems approach has clearly been identified as having a positive impact on the managerial side of organisations, but what are its benefits in terms of assessing human performance - if any at all? To clarify, the engineering approach refers to lin...
	3.7 – A study of Erik Hollnagel’s work
	Born in Copenhagen in 1941, Professor Erik Hollnagel currently holds positions at Universities in Germany, Sweden and Denmark but has previously lectured in locations across the world. He has had a profound impact on the field of industrial safety - m...
	3.7.1 - The ‘NO’ View of human error
	In section 3.2.2, the idea that human error is not a valid term was presented. The “NO” view of human error describes this idea in more detail and displays Hollnagel’s stance on the matter [61].
	To fully understand this view, we must first compare the ‘old’ and ‘new’ views on human error. The old view is based on the assumption that humans can be described in the same way as machines (systems purely for processing information) and this justif...
	The ‘NO’ view is Hollnagel’s alternative to the above. It states that there will never be a context for human error because human behaviour is always adjusted to the conditions being experienced at that point in space and time. This ability to adapt i...
	3.7.2 - The ETTO Principle and Time Reliability Correlation
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	To put this into context we must examine how an operator may respond to an abnormal situation. From the outset, the operator may view the best response being the one that solves the problem as quickly as possible, however, TRC with ETTO suggests other...
	Despite the logic behind the TRC theory, which is easy to understand and relate to practical experiences, we must be wary that in reality this is not the guaranteed case. From what has been previously examined on PSFs we know that human reliability is...
	3.7.3 - Human Performance Models
	We have already been introduced to CREAM and FRAM in previous sections. The two models now perfectly display the change in Hollnagel’s ideas over time. CREAM was the first of the two to be developed (also prior to the ETTO Principle), although Hollnag...
	 It analyses how human actions can fail rather than performance variability as a whole
	 It only focuses on one component in the system i.e. the human
	 It supports the term human ‘error’ (this conflicts with the ‘NO’ view from earlier)
	As a result of the above, Hollnagel produced FRAM with the aim of assessing system variability as opposed to focusing on human error as with CREAM - this follows what was discussed earlier under the ‘NO’ view of human error.
	3.7.4 - Safety I and Safety II
	Safety I and Safety II are Hollnagel’s descriptors of the two main methods of viewing safety, the main differences between them are displayed in the following Table 6 [63]:
	Hollnagel suggests that a move towards Safety II thinking is a more adequate way of thinking for organisations, however, he acknowledges that Safety-I has long been the accepted approached so switching may be a challenge. Instead he recommends a combi...
	3.8 – The pros and cons of calculating human error probabilities in the scope of modern systems
	It is a great irony that we have managed to create staggeringly complex systems, which we can predict the behaviour of relatively accurately, but when it comes to quantifying our own behaviour we are still met with surprises. Therefore, it seems only ...
	3.9 – A critical evaluation of the CCPS Guidance on LOPA
	Now that much of the theory behind the objectives has been covered, we must now look to the current guidance on the practical application of HEPs in LOPA. The Centre for Chemical Process Safety (CCPS) has produced an extensive report that documents th...
	3.9.1 - Overview of Structure and Human Behaviour Content
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	The definition of THERP provided by Swain and Guttman describes it as a model for predicting HEPs and the degradation of a socio-technical system caused by human error alone or through interacting with equipment, procedures or any other system or huma...
	The basis for estimating the above is the THERP event tree. Event trees have already been presented earlier under TA, so we know that their use assumes a binary approach to assessing outcomes i.e. there is only ever a right or wrong outcome, the proba...
	The event tree method was used to derive nominal HEPs for a selection of different tasks, predominantly relevant to Nuclear applications. The sources for these HEPs predominantly come from simulations of Nuclear power plants (NPPs) control rooms, proc...
	Nominal HEP refers to the probability of a human error without taking into account site-specific PSFs. The nominal HEPs derived for THERP represent the median of lognormal distributions of the results from tests examining operator performance when com...
	3.9.2.1 - Pros and Cons of using THERP
	Considering the vast amount of information provided by Swain and Guttman, it is clear that a full analysis of it is not possible. However, this does not mean we cannot identify the pros and cons of THERP. Swain and Guttman themselves documented the ch...
	3.9.3 - Summary of areas for improvement in the using THERP for LOPA
	Overall, there are benefits to the current LOPA process used in conjunction with THERP. The LOPA technique is a rigorous and logical process that can be applied to all manner of hazardous scenarios identified in a HAZOP and provides quantitative data ...
	However, some key areas for improvement have also been picked up on along the way. Firstly, it is reasonable to consider that the use of THERP’s values in CCPS guidance - and therefore in any organisation using the guidance, mean that the cons picked ...
	Secondly, it seems that CCPS have recognised that human behaviour is the outcome of selective PSFs but incorporating these PSFs into LOPA is extremely difficult. This is a problem as human error is recognised as one of the main initiating causes of th...
	Thirdly, LOPA’s logical manner, although easy to follow (one of the reasons for its popularity), means that it is very linear in nature and this is also considered a problem. Fundamentally, users are required to ‘fill the gaps’ in the protection layer...
	3.9.6 - Summary of opinions and conclusions from Chapter 3
	From the literature review we now have an extensive overview of the main areas of HRA and Erik Hollnagel’s contributions to the field. Some key areas have been identified as being of significance to the decisions made on where to progress next.
	Firstly, the importance of PSFs. It appears that the main goal of HRA is to accurately assess the likelihood of human error under site-specific conditions. The model identified as being used by the CCPS Guidance - THERP, has successfully generated nom...
	Secondly, the challenges faced in analysing performance variability: Erik Hollnagel suggests that performance variability comes as a result of a trade-off between efficiency and thoroughness. He also suggests that viewing human error as a valid term i...
	4 - Methodology
	4.1 - Introduction
	The following chapter aims to provide an overview of the practical application of the areas identified of criticality in meeting the remaining objectives. From the evaluation of the CCPS Guidance on LOPA it is clear that the potential for gaps related...
	4.2 - Human Error Analysis Reduction Technique (HEART)
	4.2.1 - Reasons for use
	From the comparison of HRA tools is seems that HEART is the most appropriate option as it meets the following requirements:
	 It is a widely validated tool across different industries.
	o It was revalidated by the UK Health and Safety Laboratory in 2016
	 It provides its own nominal HEPs linked to 9 different task types. The nominal probabilities were initially developed in the 1980’s, however, in 2017 they were updated based on literature published in the 30yrs since its development [66]. The update...
	 It provides a list of 38 PSFs with multipliers for each one
	 The calculation used to combine the PSFs and nominal HEPs is very simple to understand.
	4.2.2 - Performance Shaping Factors
	HEART provides an extensive list of PSFs with their relative multipliers to be used in the calculation. The sources for the data for the multipliers are predominantly from ergonomics and psychology journals in addition to technical reports and confere...
	4.2.3 - HEART Method
	The HEART method is very simple and can be split into the following stages:
	1. Complete safety critical task analysis.
	2. Analyse each task and assign a task type to each one based on the 9 nominal types defined by HEART - displayed in Table 10:
	3. Assess the PSFs that influence each task.
	4. Assign the proportion of effect (PoE) to the PSFs. This is the ‘strength’ of each PSF - the strengths of each PSF must be considered independently and should have a value between 1 and 0 i.e. 1 = guaranteed influence over the task and 0 = absolutel...
	5. Calculate the overall HEP using
	𝐹𝑖𝑛𝑎𝑙 𝐻𝐸𝑃=𝐵𝑎𝑠𝑖𝑐 𝐻𝐸𝑃 × ,,,𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟-𝑃𝑆,𝐹-𝑖..−1.× ,𝑃𝑜𝐸-𝑃𝑆,𝐹-𝑖..+1.×… ×,,,𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟-𝑃𝑆,𝐹-𝑛..−1.× ,𝑃𝑜𝐸-𝑃𝑆,𝐹-𝑛..+1.
	However, like THERP, HEART has its own limitations. These lie in the subjectivity of the ‘proportion of effect’ as this value is chosen by whoever is completing the tool, so it is inevitable that there will be varying degrees of opinions on what the P...
	4.3 - Integrating HEART with LOPA
	4.3.1 - Specifications for use
	Before the frameworks can be introduced, the specifications for their use must first be laid out. These specifications will define the options for the reader to consider as the specifications on when to apply the framework to examine an area in more d...
	It should be noted that Option 1 is the long-term goal of where the framework should look to go, however, in the short-term this is not feasible. Therefore, Option 2 would help to trial the framework and allow any improvements to be made to its implem...
	There would also be further alternatives to the framework’s use as a whole. These alternatives have been given less thought to, however, their implementation would have their own respective benefits so have been included here for the reader to conside...
	Secondly, it could be acknowledged that LOPA has inherent problems to do with its linear nature that can never fully be removed and so a complete alternative tool should be used. The framework could become part of the alternative. This option would pr...
	4.3.2 - Trial task for use
	Once the specifications for the framework’s use have been chosen, the next stage involves completing a task analysis. To ensure that the frameworks can be compared in an equal manner, the following SC maintenance task analysis is used for each of the ...
	The task analysis is based off a tabular HTA, but instead it has been simplified to following so that only the areas relevant to the HEART calculation have been included e.g. description of PSFs. See Table 14:
	4.3.3 - Framework 1: Original HEART
	The first framework was chosen as an entry point into trialling HEART. Its application was highly beneficial in identifying teething problems with the framework and raised some areas for improvement. The framework, in the form of a high-level procedur...
	Step 1. Assign a generic task category from Table 10 to each task stage in Table 14.
	Step 2. Choose PSFs for each Task type. These are presented in Table 15:
	Step 3. Assign a proportion of effect (PoE) to each Flag Type.
	Step 4. Perform HEART’s calculation using Equation 2.
	Therefore, the final HEPs calculated are in Table 16.
	4.3.3.1 - Areas for improvement
	Several areas for improvement were identified with this framework as expected. These improvement areas were selected after presenting the framework to others for feedback.
	The most predominant problem identified was that the PoE has a massive influence over the final HEP, yet its value is completely subjective depending on who is completing the framework. It was decided that the next framework would look at the effects ...
	𝐹𝑖𝑛𝑎𝑙 𝐻𝐸𝑃=𝐵𝑎𝑠𝑖𝑐 𝐻𝐸𝑃 × ,𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟-𝑃𝑆,𝐹-𝑖.. ×… × ,𝑀𝑢𝑙𝑡𝑖𝑝𝑙𝑖𝑒𝑟-𝑃𝑆,𝐹-𝑛..
	Furthermore, there was some confusion over selecting which of HEARTs generic task types were most applicable to each stage. It was felt that there should be more guidance on how to choose the task type, as like the PoE, there was potential for subject...
	It was decided that a logical approach would be for the second framework to only consider the changes introduced by removing the PoE.
	4.3.4 - Framework 2: Reduced HEART
	As before the framework is laid out as a high-level procedure.
	Step 1. Assign a generic task category to each task stage shown in Table
	Step 2. Assign a Multiplier to each Flag Condition.
	Step 3. Perform calculation using Equation 3.
	Therefore, the final HEPs calculated are in Table 17.
	4.3.4.1 - Areas for improvement
	As with Framework 1, problems were identified with this approach. Although the procedure has been made far simpler and the subjectivity has been dramatically reduced, the resulting HEPs have increased meaning that they are perhaps now too conservative.
	It seems this could be a problem especially since the frequency of the task has not yet been considered. The frequency is how many times the task occurs and is typically taken into account through being multiplied with the HEP. Considering this, if we...
	This seems inaccurate so the suggestions for the next framework is to find a way to provide more guidance on how to apply the PoE so as include it while reducing the subjectivity associated with it.
	4.3.5 - Framework 3: Simplified HEART
	The final framework, looks to reduce the complexity of the HEART process overall by tailoring the areas that have caused confusion so far. This involves changing the description of the Task Types provided by HEART, specifying the Flag Conditions not b...
	Step 1. Assign a generic task category to each task stage, using Table 18 instead of Table 10 (the task types have been re-worded, and one has been removed). Tables 33 and 34 must be consulted so as to avoid double counting the Flag Conditions.
	Step 2. Assign a Multiplier to each flag condition.
	Step 3. Apply a PoE to each Flag Condition using Table 19.
	Step 4. Perform HEART’s calculation using Equation 2.
	Therefore, the final HEPs calculated are in Table 20.
	4.3.5.1 - Areas for improvement
	At present, this appears to be as far as Framework 3 can be simplified. The main areas for improvement now lie in collecting more information to fill in the current gaps in the framework. These gaps are:
	 Choosing a specification method for its use e.g. selecting Table 12 or Table 13 and tailoring it to the needs of the organisation to define when to clearly use the Framework.
	 Trialling the proportion of effect fully: there is possibly still some uncertainty over the PoE, hence why Framework 3 looked to simplify it as much as possible into three categories. The best way to ensure that the categorisation of the PoE is easy...
	From the perspective of the HSE, it is a requirement that any values used in LOPA which have been assessed by methods individual to the organisation should have their use fully justified. This means that there must be consistency with the values used ...
	4.3.6 - Compiling the results
	Once the HEPs have been achieved through using the framework of choice then the next stage involves compiling the resulting HEPs into a single value that could be used in LOPA. This single value needs to accurately reflect the results achieved so ther...
	5 - Results
	This section will present the final results achieved for each of the three frameworks using each of the three compilation options from the previous section. Table 22 displays the possible range of probabilities that could be achieved for the reader to...
	The new values achieved suggest that errors are more common than dictated by the original guidelines. In Table 25, the error probability is a more than a factor of 20 greater than the one that would be used in the LOPA, however, it considers that ther...
	It should be noted that the results achieved consider probabilities of error per opportunity. In the LOPA, these probabilities are converted to an initiating event frequency, by considering the number of times the task can occur i.e. multiplying the H...
	Overall the HEPs developed through the frameworks represent what was expected based on the literature. Swain and Guttman (authors of THERP), and the CCPS Guidance both recommended that the use of PSFs should only be done so to increase the HEP. In Tab...
	6 - Discussion
	6.1 - Results in terms of the initial objectives
	To begin with, let us recap of the objectives of this thesis. The predominant aim was to produce a framework that could be used to determine human error probabilities that can be applied to a LOPA. The framework should meet the following demands:
	6.2 - Significance of the results
	Perhaps the best way to put this project into context is to consider how it compares to similar studies. From the literature review, we know that there has been much research into producing different types of HRA methods but combining these with LOPA ...
	With regards to HEART, its use has been far and wide in the world of HRA, but only one publication was found that linked it to LOPA. Again, it was a presentation published by the American Institute of Chemical Engineers in 2017 and described an approa...
	It therefore seems that there is a lack of publications that look to combine HRA methods with LOPA. This study shows some significance in that it uses a simplified form of task analysis with a simplified form of HEART to aid the consideration of HF in...
	6.3 - Limitations of the results
	Although the frameworks have their benefits, they are not without their limitations too and these must be considered to give a fair overview of this project. The initial limitations are present due to the infancy of the frameworks.
	Further limitations of this work are that it only considers the HEPs for initiating events i.e. we must not forget that human behaviour is a key factor in responding to alarms and therefore there will be error probabilities required for these as well....
	In addition to the above, Framework 3 can only properly be trialled if it is completed by an operator. The availability of operators to complete a task analysis was challenging, as expected, so under the scope of the time available for this project it...
	6.5 - Overall validity of the project
	As a final note the validity of this project should be acknowledged as a whole. The original objective has been met, however, we should consider this in the overall context of HRA. We now know that there have been very few studies that have looked to ...
	7 - Conclusion
	Overall, this project has presented a variety of information related to HRA and LOPA. The literature review introduces us to the background of HRA and its core in the nuclear industry and the evolution of HRA models. The importance of PSFs are examine...
	The methodology chapter looks to put into practice the suggestions from the literature review. This is done by putting the framework into practice, a task analysis was chosen that tried to reflect a task that could link to those commonly occurring sce...
	The results section presented a comparison of the HEPs achieved from each framework using each compilation method. This allowed the reader to gain an overview of how the adjustments to each framework impacted the probabilities as well as what the diff...
	Finally, the discussion looked at the specifics of each objective and how they were achieved throughout the project as well as the strengths and limitations of the project as a whole. Overall, it was felt that each objective was met, and justification...
	Although the project has demonstrated its novelty, the limitations must also be acknowledged. These predominantly lie in the fact that the task analysis used was not specific to the scope of what would be involved in a HAZOPs/LOPAs. Therefore, the lim...
	7.1 - Summary of recommendations
	7.1.1 - Research Dynamic Modelling
	It seems that in the future, the next step in HRA will be dynamic modelling of human behaviour. This will overcome the static nature of first and second generation HRA models and will allow us to account for different PSFs in different points in time....
	7.1.2 - Apply Framework 3 to meet objectives.
	At present, because dynamic HRA models are still in their infancy, applying the one of the frameworks here would be an alternative for looking into HF in more depth. It is recommended that Framework 3 is the best option. Out of the options for compili...
	7.1.3 - Tailor Framework 3
	It is also recommended that further research is required to tailor the Framework to the needs of the organisation using it e.g. through perhaps incorporating their own type of SCTA instead of HTA.
	7.1.4 - Trial Framework 3 on an operator
	If the reader finds the work in this project to have potential for future practices, then there are options for how it is trailed in more depth. Firstly, it needs to be used on an operator doing a task that could be compared specifically to a HAZOP sc...
	7.1.5 - Acknowledge LOPA’s inherent problems
	It should be acknowledged that LOPA has limitations that can never fully be eradicated. These stem from its linear, quantitative nature (although it is considered a semi-quantitative tool) and the requirement to fill in the SIL gaps. This means that i...
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